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T he articles in this special issue focus on ongoing
research efforts in the development, use, and eval-
uation of emerging hardware features and techniques
to improve system security. We have seen the emer-
gence of new hardware features to improve software
security by limiting memory access within an address
space, such as Intel’s memory protection keys (MPKs)
and extended page table (EPT) switching, among others.
Researchers have also
proposed hardware-
assisted roots of trust
using trusted execution
environments (TEEs),
such as Intel’s software
guard extensions (SGXs),

We must ensure that the proposed solutions
do not also present new vulnerabilities
that adversaries can exploit to circumvent
security enforcement.
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from being exploited are either too expensive to be
deployed broadly or too prone to being circumvented.
This situation has motivated the use of hardware
to implement key defensive features more reliably
and efficiently. For example, several hardware features
have been introduced that provide fine-grained con-
trol of access to memory, such as Intel's MPKs and
EPT switching. In addition, other hardware features
provide TEEs to reduce
dependence on complex
systems software that
may be prone to mem-
ory errors, limiting the
trusted computing base
of systems. Finally, hard-

so some questions are
what the utility is of
such techniques and
what limitations they still face. The papers in this spe-
cial issue provide guidance in these areas, which can
be helpful in examining future research directions and
future applications of such techniques.

Recently, we have seen a variety of hardware features
released that are designed to improve software security.
In the 30 years since the Morris worm, we have found
that software-only solutions to prevent memory errors
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ware components often
provide a fundamental
root of trust (RoT) for
systems, but the complexity of such components may
result in flaws that would prevent an RoT from achiev-
ing its goals.

The introduction of these hardware features is a
potential boon for improving system security, but sev-
eral challenges remain. One challenge is to develop
software that utilizes such features effectively to achieve
the desired security goals with low overhead. Only
then will we be able to see the wide adoption of such
hardware necessary to reduce the exploitation of mem-
ory errors broadly. However, another challenge is that
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these hardware features may have blind spots that cre-
ate new exploitable attack surfaces that may require yet
more additional defenses. We must ensure that the
proposed solutions do not also present new vulner-
abilities that adversaries can exploit to circumvent secu-
rity enforcement.

This special issue collects relevant ongoing research
efforts in the security and privacy field concerning the
development, use, and evaluation of new hardware fea-
tures to improve software security.

The first two articles examine the effectiveness
of fine-grained memory access control mechanisms.
The first article, by Park et al.,*! assesses the MPK hard-
ware feature, identifying challenges in the MPK design
and mitigations of several challenges to enable broader
usage. The second article, by Narayanan and Burtsev, 2
examines EPT switching and the design decisions nec-
essary to ensure isolation is enforced correctly.

The next two articles explore issues in the design
and use of hardware roots of trust. First, Meza et al.A3
show how to employ information flow analysis on
root-of-trust hardware designs to detect and fix real
flaws, providing an experience-based discussion of this
approach. Second, Lacoste and Lefebvre* describe the
application of TEEs in the telecommunications indus-
try, showing how TEEs may be employed and further
challenges to be addressed.

We hope that these articles help inform practitioners
how to use these new hardware features and analysis
techniques and provide researchers with insights into
current capabilities and limitations to investigate future
improvements. m
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