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ABSTRACT

In this paperwe defineconstaint conflictsandexamineproperties
thatmayaidin guidingtheir resolution.A constraintconflictis an
inconsistenyg betweertheaccesgontrolpolicy andtheconstraints
specifiedto limit that policy. For example,a policy that permits
a high integrity subjectto accesdow integrity datais in conflict
with a Biba integrity constraint. Constraintconflicts differ from
typical policy conflictsin thatconstraintsarenever supposedo be
violated. Thatis, a conflict with a constraintresultsin a policy
compilationerror, whereagolicy conflictsareresohedatruntime.
As we have foundin the past,when constraintconflicts occurin
a specificationa variety of resolutionsare both possibleandprac-
tical. In this paper we detail somekey formal propertiesof con-
straintconflictsandshav how theseare usefulin guiding conflict
resolution.We usethe SELinuxexamplepolicy for Linux 2.4.19as
the sourceof our constraintconflictsandresolutionexamples.The
formal propertiesareusedto guidethe selectionof resolutionsand
provide a basisfor a resolutionlanguagethatwe applyto resohe
conflictsin the SELinuxexamplepolicy.
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1. INTRODUCTION

Conflictsin accessontrolpolicy (i.e., policy conflicty have tra-
ditionally beencausedy the specificatiorof positive andnegative
authorizationsAn accesgontrolpolicy consistsof a setof autho-
rizationsthateithergrant(positive) or dery (negative) aprincipal’s
(e.g.,useror program)requesto performan operation(e.g.,read
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or write) on an object(e.qg.,file or soclet). An authorizationde-
cision moduledeterminesvhethera particularprincipal’s request
is allowed given the authorizationsn an accessontrol policy. It
is possiblein mary modelsto expresspositive andnegative autho-
rizationsthat may conflict. At runtime,the authorizationdecision
modulemayfind two conflictingrulesthatmatchtherequestecu-
thorization(i.e., oneappravesandoneprecludes) Additional con-
flict resolutionrulesarethenusedto determinewhich of the two
authorizatiorrulesto accept.

In this paper we examineanotherkind of conflict: constaint
conflictsthatresultfrom the designof anaccesgontrolpolicy that
isincompatiblewith thetargetsecurityconstraintsConstraintsare
usedto describehe safetyrequirementf anaccesgontrolpolicy
(i.e.,theauthorizationghatshouldnot be permittedin the policy).
Althoughauthorizationspecifytheonly operationghatcanbeper
formediit is oftendesirabldo have constraintgo preventthepolicy
from permittingoperationghatwerenotintended.For example,if
we wantto prevent an untrustedprincipal from writing a file that
may be usedby a programin our trustedcomputingbase(TCB),
we canexpressa constraintthat preventssucha situation. Unlike
accesspecificationsvhich canbe expressedaspropositionscon-
straintsmustbewrittenin a predicatecalculus,in generalbecause
they must precludeassignmentshat are not known a priori. In
our example,we may not know the exactsetof files thatour TCB
programmay reador execute.

Typically, suchconstraintsare checled at compile-timeto pre-
ventthe constructiorof ary accesgontrol policy thatmay violate
theconstraintssothe problemof constrainiconflictsis a constraint
designproblem?. Becausespecifyingwhatshouldnotbeassigned
in ary futuremodelwithout precludingpossiblereasonablassign-
mentscanbea touchybusinessconstraintdesignitself canleadto
comple constraints. This introducesproblemsnot only in speci-
fying thesecomplex constraintscorrectly but alsoin maintaining
theseconstraintdn the future. The semanticof a comple predi-
catecanbe very difficult to modify correctly

Our solutionhasbeento adwocatesimpler constraintspecifica-
tions[1, 8, 12]. However, while the use of suchconstraintsen-
ablesmanagementhey may not be preciseenoughto effectively
representhe policy. Ratherthanrequiringprecisespecificatiorof
all thatis to be precludedpur approachhasbeento expressgen-
eral constraintshat may precludemore permissionghanis desir
able,but resole overly-confiningspecificationsn a simplepropo-
sitionallogic. We have shavn thatin someapplicationssuchover-

'We considerthe addition of authorizationsy a systemadminis-
tratorafterthe policy hasheenusedto beachangen designwhich

requiresarecompile.Systemghatmodify authorizationsautomat-
ically requirecheckingconstraintsat runtimewhich is beyond our

scope.



generalizedonstraintsvith propositionapolicy refinementapply
well [13].

We have also found caseswherefinding appropriateproposi-
tional resolutionsis more complex and could use supportfrom
automatedools [14]. In the SELinux examplepolicy, we would
like to be ableto enforcea Biba integrity policy [5] ascloselyas
possibleon the systems trustedcomputingbase(TCB). Biba in-
tegrity requiresthatall higherintegrity principalsmustnot depend
on (i.e., reador execute)inputsthat may be modifiedby lower in-
tegrity principals. Sincea UNIX systems$ TCB is trustedto han-
dle a significantamountof low integrity data,a Biba constraintre-
sultsin awide variety of conflicts. In that paperwe discussedhe
needto identify andresole suchconflicts,the natureof theresolu-
tions,andsomeadhocautomateépproacheto supportresolution.
However, in this paperwe formalizethenotionof aconstrainton-
flict andformalizethenotionscapturedntuitively in theprior work
with anaim to enablethe constructionof more effective tools for
designingaccessontrolpolicies.

In this paperwe aim for two goals: (1) distinguishingconstraint
conflictsfrom traditional policy conflictsto motivate the needfor
differentapproacheto the problemand(2) providing a formal ex-
aminationof constraintconflict detectionand resolutionthat can
sene asabasisfor future constraintconflict resolution.In thefirst
case,we arguefor the differencebetweenconstraintconflictsand
policy conflicts. Constraintconflictsarea policy designproblem
wherewe wantto choosesimple constraintspecificationghat can
be resohedwhennecessaryith a moderatepropositionalspecifi-
cation. In generalthe combinationof constraintsandresolutions
shouldbe assimpleaspossible.In the secondcase we definefor-
mal propertieghatidentify theminimal setof statementthatcover
all conflictsanddefinethe variousforms of impactof resolvinga
conflict on the resolutionprocess. We examinethe use of these
formal propertiesin constraintmanagementor the SELinux ex-
amplepolicy’strustedcomputingbaseandfind that: (1) computing
the minimal setof statementss usefulin focusingattentionand
(2) computingthe resolutionimpactof a policy statemenenables
reasoningabouthow to proceedwith theresolution.

The structureof the paperis asfollows. In Section2, we de-
scribethe constraintmanagemenproblemin SELinux and moti-
vate the needfor constraintconflict resolutionthat is distinctive
from traditional policy conflict resolution. In Section3, we for-
mally definethe problemof constraintconflict. In Section4, we
defineandprove the propertiesof minimalconflictcoverandmaxi-
mal resolutionimpact In Section5, we examinethe applicationof
thepropertiesn the contet of constraintconflictresolutionfor the
SELinux examplepolicy. In Section6, we concludeand discuss
futurework.

2. BACKGROUND

In this section,we motivatethe needfor constraintconflict res-
olution andshaw thatit is distinctfrom traditionalpolicy conflict
resolution.

2.1 SELinux Policy Design

SELinux[18] is amandatoryaccessontrol(MAC) policy mod-
ule for Linux that runsbehindthe Linux SecurityModulesinter-
face[23]. Bothareavailablein the Linux 2.6 mainlinedistribution
fromwww. ker nel . or g. An SELinuxmoduleconsistsof a pol-
icy enforcementmechanisnanda securitypolicy to be enforced.
In thispaperwe focusonthelatter SELinuxpoliciesareexpressed
in an extendedtype enforcemen{TE) model[6]. In a TE model,
subjectsandobjectsarelabelledandtheselabelsare calledtypes
Assignmentassociatesubjecttypeswith the objecttypesthey can

accessvy a specifiedsetof operations.Further the setof opera-
tionsthatcanbe appliedto anobjecttype dependnits class(i.e.,
datatype). For example the SELinuxpolicy statement

al | ow subj ect _t object_t:class operations

meanghatthe subjecttype(subj ect _t ) canacces®bjectsof
typeobj ect _t of datatypecl ass to performoperations.

SELinux also supportstype attributesthat enableaggreation
of eithersubjectsor objecttypes. For example,the donai n at-
tribute refersto all executablesubjectsandthefil e_t ype at-
tributerefersto all typesof filesin persistenfilesystemge.g.,reg-
ular anddevice). Thus, a single assignmentan permit a subject
typeto accessll objecttypeswith thef i | e_t ype attribute. The
SELinux policy also hasdomaintransitions[2] that enableleast
privilege basedon the programbeing run, androlesto limit the
setof subjecttypesthat can be reachedby a particularuservia
transitions.The SELinuxcompletepolicy modelis describectlse-
where[20].

The SELinux communityis alsodevelopinga MAC policy for
variousLinux applicationscalledthe SELinuxexamplepolicy. The
aimof thepolicy is to definetheaccesgontrolrequirementsor in-
dividual applications not definea globally-securepolicy. In order
to createa policy that enforcesa desiredset of securityrequire-
ments,administratorsmustcustomizethe policy basedon the ap-
plicationsin their systemandtheir securityrequirements.This is
avery challengingtaskbecausahe SELinux policy is ratherlow-
level, andthe examplepolicy consistsof morethan30,000policy
statementgafter macrosare pre-processedyut this is the level at
which policy analysiss generallydone).

2.2 Gokyo Policy Analysis

BecauseSELinux MAC policy is very low-level, it is atremen-
douschallengeo customizethe policy by handto meetthedesired
requirements. Thus, we have built a policy analysistool called
Gokyo [13] thatenableshe verificationof securitypropertiesover
SELinux policies. Gokyo representsan accesscontrol policy as
agraphG = (N, V) wherethe nodesare the policy concepts,
subjectspermissionsandroles,andthe verticesindicatedifferent
typesof assignmentbetweentwo nodes,permission-roleassign-
ment,userrole assignmentaggreation,andinheritance.

For the SELinux policy, we userolesto represensubjecttypes
andusepermissiongo representriples (objecttype, class,andop-
erations)assignedo subjecttypes. SELinux al | ow statements
assignpermissiongo subjecttypesandmapto permission-roleas-
signmentsin Gokyo. Type attributesare handleddifferently de-
pendingonwhetherthey applyto subjecttypesor objecttypes.For
objecttypes, type attributesimply an aggregate consistingof all
the objecttypeswith that attribute, so they aretreatedasa typical
aggr@ate(i.e., setof objecttypes). For subjecttypes,a type at-
tribute implies that all subjecttypeswith that attribute inherit the
permissiongssignedo thatattribute, sothetype attributesof sub-
jecttypesaretreatedassubordinateolesin arole hierarchy

We have mainly usedGokyo to examinesystemintegrity prop-
erties,in particularBiba integrity [5]. The Biba integrity property
requiresthat: (1) a subjectmay only reador executeobjectsat its
integrity level or atintegrity levelsthatdominateits integrity level
and (2) a subjectmay only write objectsat its integrity level or
thosethatit dominateslit canbethoughtof asthedualof theBell-
LaPadulasecreg property[3], but insteadof prohibiting read-up
andwrite-dawn to prevent informationleakage we preventread-
down andwrite-upto protecttheintegrity of objects.In Gokyo, we
identify highintegrity subjecttypesthatwe wantto protectandadd
aBiba integrity constraintbetweerthesesubjecttypesandtherest



of thesystem.In onecasewe addeda Bibaintegrity constrainbe-
tweenthe Apachesystem(high) andthe usersubjecttypes[13]. In
anotherexploration,we definedasetof processeasformingahigh
integrity, trustedcomputingbase(TCB) of servicesfor SELinux
relative to all othersubjecttypes[14].

In theformer case very few constraintconflictswerefound, so
thesecould be handledeasily as exceptions. However, whenwe
tried to identify the TCB subjecttypesfor SELinux, we foundthat
therewere a large numberof Biba constraintconflicts. In gen-
eral, thesecould not be easilyresohed. Insteadof requiring Biba
integrity with few exceptions,we have examinedother integrity
policies, in particular Clark-Wilson [7] and low-water mark in-
tegrity (LOMAC) [11]. The Clark-Wilson integrity policy states
that high integrity datamustbe verified by specialsubjects(certi-
fied integrity verificationproceduesor IVPs) beforeuseandmay
only bemodifiedby anothersetof specialsubjectqcertifiedtrans-
formation procedues or TPs). An additional,importantpoint is
that TPscanalsoacceptow integrity inputs,but the Clark-Wilson
policy requireghatsuchinputsareeitherdiscardedr corvertedto
high integrity objectsbeforeuse. While UNIX TCB programsare
not certifiedasonewould desirefor Clark-Wilson IVPs and TPs,
they may be trusted(with respecto somelimited inputs, perhaps)
to readobjectsof particularobjecttypes. Using Gokyo, system
administratorganidentify suchreadsandclassifythemassuch.

Anotheroptionis to usethe LOMAC policy whenreadinglow
integrity data. The LOMAC policy statesthat a subjectexecutes
at the integrity level of the lowestintegrity input thatit hasused.
Typically, a subjectstartsat a high integrity level andhasthe in-
tegrity level reducedaslow integrity inputsare used. Thatis, a
subjecttyperetainsits highintegrity abilitiesaslong asit doesnot
readlow integrity dataor executea low integrity program. Such
semanticsvould apply to subjectsthat executea wide variety of
programswithout transitioningto permissiorsetsspecificto those
programs.n the SELinuxpolicy, the systemadministratoisubject
type hasthis behaior. A systemadministratorsubjectwould be
high integrity aslong asno low integrity programsarerun or low
integrity datais read(that cannotbe handledusing Clark-Wison
upgrading).

Ultimately, sincethe problemis aboutidentifying and resolv-
ing low integrity informationflows, it doesnot make sensehatwe
shouldrevisetheBibaintegrity constrainin Gokyo. Ratherweuse
thesimpleconstrainto testthe policy, resohe wherepossibleand
managethe exceptionswhich identify Clark-Wilson or LOMAC
requirementsn the system.

2.3 RelatedWork

We examinerelatedwork in four categories:policy conflictreso-
lution, constrainimodels policy reconciliation andpolicy analysis
tools.

Policy conflictsinvolve resolvingwhethera negative authoriza-
tion or a positive authorizationappliesat runtime (i.e., whenthe
authorizatiordecisionis made). Arbitrary rulescanbe usedto re-
solve suchconflicts, but typically a genericresolutionmethodis
defined,suchasfirst rule wins in firewalls or denialstake prece-
dencein ASL [15]. FerrariandThuraisinghanhave identifiedthat
several conflict resolutionstratgies may be useful dependingon
thedomain[10]. Recentwork in conflict resolutionincludes[4].

In orderto ensurethatpropositionakuthorizatiorstatementsre
correctfor all future policies, the notion of constraintsis intro-
duced.However, constraintsnayconflictwith authorizatiorpropo-
sitions forming constaint conflicts We view constraintconflict
resolutionasa designprocesgatherthanaruntimeprocessBe-

forethepolicy canbeused all conflictsbetweerauthorizationand
constraintsnustberesohed.

Constraintmodelsaredifficult to designbecauseonstraintsare
inherentlycomple (i.e., requireapredicatecalculus).Earlierwork
in simplifying constraintmodelsincludesAhn and Sandhy1] and
Jager and Tidswell [12]. In the former case,separatiorof duty
constraintsarethe focus,andin the latter case binary constraints
arethe focus. Cramptonhasdefinedan even morerestrictedcon-
straintmodel[8]. Thusfr, policy analysisconstraintshave been
fairly simple,soa simpleconstrainfanguageseemsnorerelevant
thanever.

We arenot aware of otherwork that usesconstraintconflictsin
thepolicy designphasgormally beyondourown, but thisundoubt-
edly hasbeendonein mary systems. Any systemthat supports
constraintgequiresrevision whenthe constraintonflict with the
policy specification. SELinux definessimple constraints,called
neverallows, thatit usesto checkits own policy, aswell asgeneral
predicateconstrints [20]. Mary othersystemssupportconstraints
in variousforms, but we expectthat manualconstraintand policy
revision is thenorm.

We considerthe related problem of policy reconciliation[17,
22]. The problemhereis thattwo entitieshave policies(e.g.,for
securecommunicatiorsessiorprovisioning) thatrequirereconcili-
ationbeforethey mayproceedwith a computationLik e constraint
conflict resolution,the problemis to find an overall policy where
the allowed actionsdo not violate constraints. Unlike constraint
conflict resolution policy reconciliationinvolvesselectionof a set
of actionsthatsatisfyboth policies, ratherthanensuringthateach
individual authorizationis consistentwith all constraintsand ex-
ceptions. Policy reconciliationis intractablein general,whereas
constraintconflict resolutioncan be examinedlocally. For each
conflict, either an authorizationmust be removed or a constraint
mustberelaxed. As long asa constraintrelaxationdoesnot result
in the creationof new conflictsandthe modificationof authoriza-
tionsdoesnotresultin new conflicts,constraintconflict resolution
is tractable(i.e., linearin the numberof constrainteandauthoriza-
tions).

Policy analysigoolsarenecessarto understanéndrevisecom-
plex policies,suchasthosebasedn anaccessnatrix. Ferraioloet
al describethe Role Control Centerfor managingole-basedoli-
cies[9]. Policy analysissystemstherthanGokyo have alsobeen
built for SELinux[21, 19]. Both Tresysand SLAT both support
informationflow analysegor SELinux. Thus,constraintoninfor-
mationflow, suchasBibaintegrity canbe defined.They have not
yet startedto examinethe next stepof resolvingsuchconstraints
effectively.

3. CONSTRAINT CONFLICT PROBLEM

3.1 Constraint Conflict Definitions

Definition 1. An accessontol configuationc = (N, V) isa

graphof nodeswhere: (1) N = S U RU P whereS is the setof

principals,R is asetof subjecttypes,and P is a setof permissions
and(2) V is asetof edgeglefinedoy assignmentelationsbetween
two membersf N (e.g.,a subjecttype-principalassignmenbe-

tweenprincipal s1 andsubjecttyper; is {s;,r;} € V).

Definition 2. A constaint ¢ on anaccessontrol configuration
c representan-aryrelationwhosecombinationof assignmentare
notpermittedin ¢, g = Vi x Va X ... X V.

We definethe arity of a constraintby the numberof assignment



high integrity subject

read permission

enables information flow
from low integrity subject

write permission

low integrity subject

Figure 1: A directconflict of a Biba integrity constraint caused
by dhcpc writing to/ et ¢/ resol v. conf .

relationshipsvhosecombinationis restricted. A unary constraint
forbidding particular subjecttype-permissiorassignmentsvould
be,gi =P xR | {p € P,r € R: forbid(p,r)}. Forexample,
neverallow statement& SELinuxrepresenatypeof forbid(p, r)
whereary p matchingthe permissiorpartof the statemenandary
r matchingthesubjectypepartof thestatemenareforbiddenfrom
beingassigned.

For constraintsof greaterarity, it is the combinationof assign-
mentsthatmatchthe V; relationsthatis forbidden.

Examplel. Figure 1 demonstrates Biba integrity constraint
q = Vreaddown X Vwriteup Wheredhcpc is alow integrity subject
type(i.e.,dhcpc € Riow) andsysadmis ahigh integrity subject
type(i.e.,sysadme Rpign). Theassignmenof dhcpc to write

resol v objects(i.e., typically / et ¢/ r esol ve. conf ) results
in a potentialwrite-up permission Sincewe verify thatthe assign-
mentof sysadmto readthe samer esol v objecttype, thenwe

have confirmedthat the read-davn permissionand write-up per

missionconflict with the Biba integrity constraint. We draw the
conflict arrowv in Figure 1 betweenthe permissionsecausehis

shawvs theactualinformationflow.

Vwriteup = Pwriteup X Rlow | {p S P, reR: low(r)/\
write(r,p) }
V;‘eaddown = Preaddown X Rhigh ‘ {P € P: re R: thh(r)/\

objtype(p, Puriteup) N Tead-or_exec(r,p)}

Thus, to violate this constrainttwo policy statementgi.e., as-
signments)nmustmatchthe specifiedconstraintrelations. Further
the relationsin the constraintare associatedsuchthat the assign-
mentsof Viriteup Violate the constraintonly in combinationwith
the associatedssignment®f V;.cqaddown. IN the caseof the Biba
integrity constrainttheassociatioris creatececaus¢hereaddavn
permissiormustbeto awriteup objecttype.

Definition 3. We definea constaint violation tuple ¢. of acon-
figurationc asatuple of assignment$or eachrelationin the con-
straintq thatleadto aviolation, g. = {v1,v2, ..., vn} Wherev, €
Vi,va € V3, ...,vn € V. Thesetof all constraintviolationsfor a
particularconfigurationc formsaconstaint violation setg. € Q..

Formally, thereis no differencebetweeraconstrainconflictand
a constraintviolation. The differenceis in the interpretation: a

constrainconflictimpliesa compile-timeissuethateitherthe con-
straintor the conflicting policy statementsnay notaccuratelyrep-
resentthe intendedsemantics Thus,a revision is necessaryo re-
solvetheconflict(i.e., preventincorrectviolations). Thus,we refer
to g. asthe constaint conflictsetfrom this point forward.

3.2 Conflict ResolutionProblems

3.2.1 DirectConflictResolution

The main differencebetweenconstraintconflict resolutionand
policy conflict resolution(i.e., positve/negative authorizatiorres-
olution) is that constraintsand configurationsmustbe changedat
designtimein orderto remove all constraintonflicttuples.Forthe
latter case resolutionis performedat runtime. Becauseconstraint
conflict resolutionis a design-timeprocesstoolsto help the sys-
temadministratorganbevaluable.Any policy conflictsatruntime
mustberesohedautomaticallybecaus¢he systemadministratois
likely to beoffline.

Like policy conflict resolution,however, the theoreticalresolu-
tion of constraintconflictsis basicallythe same:remove at least
oneof theassignment eachconstraintconflict tuple g.. In this
subsectionye assumehat eachassignmenin ¢. is supportedy
onepolicy statemenfor simplicity in our initial examination. We
generalizehessituationin the next subsection.

If eachassignmenin q. is associateavith onepolicy statement,
the problemis to determinewhich policy statemento remove. In
generaltherearethreeissuesto consider: (1) theremay be mary
conflicts; (2) we want to specify as few resolutionsas possible;
and(3) we have to determinethe appropriateesolutionsandtheir
impacton the policy.

Determiningwhich policy statemento remove, including mod-
ifying the constraint,is difficult becauseheremay be mary con-
straintconflicts. For example aBibaintegrity analysisof the SELinux
examplepolicy revealedperhapsver onethousandonstrainicon-
flicts betweerread-devn andwrite-up permissionsnitially [14].

Onceall the conflictsareknown, we mustfind a way to resohe
them. Clearly, we would like to identify resolutionsthat have a
broadscope suchthatmary conflictscanberemaovedwith little ef-
fort. We have foundthatmary of the policy statement&volvedin
constraintonflictshave similar propertiessoit is possibleto spec-
ify broadresolutionsFor example,avarietyof processeseadfrom
FIFOs(i.e., pipes)to determinethe statusof lower integrity child
processethatthey may create. High integrity processeshouldbe
abletofilter suchinteractionssothis conflictmayberemaoved(i.e.,
thewrite-up permissionwould notreally applyassuch).

The typesof resolutionsdependon the natureof the conflictin
general,but somefairly generalonescan be identified. The fol-
lowing resolutionsweremadein the initial SELinux policy analy-
sis[14]:

1. Type Elimination : Remae subjector objecttype from the
system.

2. Type Change Terminalobjectsarechangedo a privileged
objecttypeuponaccesdy ahighintegrity subject.

3. DenyDependency Dery writesto/ t np directorythatcould
compromiseintegrity (e.g., deletion/recreatiorof high in-
tegrity files).

4. DenyRights: Dery write-uprightsonfiles.

5. Creation Rights: Usedby user add to createa new users
initial home sowe needo ensurehatthisis doneatomically
without dependencen user (analysisexternalto SELinux

policy).



high integrity subject
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enables information flow
from low integrity subject
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Figure 2: An indir ect conflict of a Biba integrity constraint
causedby assignmentof an subject type attrib ute user do-
mai n to a permission basedon an object type attribute t t y-
file.

6. Allow: Shouldbe ableto sanitizeinputsfrom pt nx slave
anddoesnot affect masters input data(on a differentchan-
nel).

Example2. The constraintconflict in Figure 1 is a real Biba
conflictin practice.Sincethe DHCP clienthasbeenknown to con-
tainvulnerabilities(e.g.,in TurboLinux[16]), we cannotincludeits
subjecttypein ourtrustedcomputingbase.Thus,its ability to write
r esol v objecttypespresents Biba constraintconflict. Oneway
to resole the conflictis to excludethe useof the dhcpc subject
typein our system(i.e., typeelimination).

3.2.2 IndirectConflictResolution

A constraintconflict maybetheresultof a chainof policy state-
mentsratherthana singlepolicy statement.The useof policy in-
directionconceptssuchasattributesor groups,may permitarela-
tionshipimplicitly via anindirectionthatleadsto a constraintcon-
flict.

Definition4. An assignmenthainis asequencef policy state-
mentsthatrepresentheassignmenbetweertwo policy objectsthat
may beof differentpolicy types,ac = {z, af, a3, ..., ar, r*?,a%,,
a¥ ., ...,a¥,y}, where: (1) z is an object of type X; (2) y is
anobjectof typeY; (3) af is anaggr@ationpolicy statemenfor
objectsof type X (e.g., principals);(4) a? is an aggreationpol-
icy statemenffor objectsof type Y (e.g., permissions);and (5)
r®¥ = X x Y is arelation betweenobjectsof types X andY
(e.g.,asubjecttype-permissiorassignment).

The basicideais that aggr@ation enablesndirect assignments
(e.g.,subjecttype-permissiomssignmentsh modelshatusethem.
Thus,for a subjecttype-permissiorassignmentsubjecttypesmay
be aggreyatedby oneor moreaggregatestatementsandthey may
be assignedo a permissioraggrgatewhichis constructedy one
or moreaggregatestatementsver permissions.The resultis that
theindividual element®f a constraintonflict setg. mayberepre-
sentedby assignmenthains,notindividual relations,in general.

Example3. Figure2 shavstwo chainsof policy statementshat
leadto a conflict over the useof user _tty_devi ce_t object

types?2. In this case,principalsobtain the permissionindirectly
throughtheir assignmento the user donmi n attribute. Further
accesgo the objectitself is definedthroughanattributet t yfi | e
of theobjecttype.

Resolutioncould entail changesto ary of the assignmentsn
the two chains. For example, we could simply dery accessto
user _tty_device_t. However, that would not changethe
otherconflictsdueto the permissiorassignmentot t yfi | e. On
the other hand, the remaving the assignmenbf subjecttypesto
user donai n is possible(althoughit makes no sensesemanti-
cally). Finally, the subjecttype-permissiorassignmenbetween
principals,systemadministratorsaandt t yf i | e objectscould be
resohed. Typically, we would like to resohe the subjecttype-
permissiorassignmensinceit hasthe greatestmpactin this case.

Notethatif the systemadministratordave accesgott yfil e
becausehey areassignedheuser donmi n attribute (ratherthan
being directly assignech permissionto t t yfi | e), thenthe res-
olution shouldbe different. In this case remwing thettyfil e
permissionassignmenfrom user donai n doesnot addresghe
otheruser domai n permissionshatthe systemadministratoand
otherswould shareby sharingthis attribute.

Thus,we identify two additionalproblemsin constraintconflict
resolutiongiven that theremay be indirectionsin model: (1) we
want to identify the assignmentghat are indicative of the most
constraintviolationsand (2) we needto identify the assignments
whosemodificationwill leadto resolution.We do not show it ex-
plicitly in Example3, but indirectionscanleadto mary similar
constraintconflicts becausethey enablemore entitiesto become
involvedin oneconflict. In orderto simplify theresolutiontask,as
few representaties of conflictsshouldbe shavn aspossible.Sec-
ond, basedon the chainof assignmentshatleadto a conflict, we
needto identify thosewhoseresolutionwould addresghe conflict
mosteffectively. Sincetheremay be mary conflicts,the choiceof
assignments not necessarilya local issue. As we sav above, re-
moving theuserdonai n tottyfi | e subjecttype-permission
assignmentvould resole the constraintconflict, but it maynot be
possiblegiven the permissionrequirementf the system. How-
ever, removing the systemadministratoifrom user donai n also
may not be sufiicient to globally resole the conflict if otherhigh
integrity principalsbelongto user donai n.

4. CONFLICT RESOLUTION APPROACHES

In this section,we identify two computablepropertiesthat en-
ableusto geta handleon how to resole constraintconflictsin a
large accesscontrol policy. At the endof this section,we outline
an approachthat usesthesepropertiesto guide constraintconflict
resolution.

4.1 Minimal Conflict Cover

Thefirst problemis to identify the conflictsbetweera constraint
andthepolicy statementsWhatwe wantto find is theminimalcon-
flict cover for a constraintwhich is the minimal numberof policy
statementshatrepresenall constraintconflicts. If thereis aggre-
gationin the policy, a large numberof conflictsare possible,but
mary of theseconflictsmaybearesultof asmallnumberof policy
statementshat apply to aggr@ates. The questionis how to orga-
nizethe constraintconflicts,suchthatwe only have to examinethe

2Thisexampleis slightly embellishedrom theactualconflictin the
SELinux 2.4.19examplepolicy for explanatorypurposes.There
area variety of indirectionsthatleadto conflictsin the SELinux
examplepolicy, but notfor bothprincipalsandobjects.
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Figure 3: Assignmentsrelate model entities of two different
types (e.g, subject types and permissions),and the objects of
thosetypesare aggregatedat theseassignmentpoints.

minimum numberof policy statementshatareresponsibldor the
conflicts.

The intuitive notion that we build uponis shavn in Figure 3.
We claim thatconstraintsaredesignedo controlassignmentsjot
aggr@ations,soit is the assignmenpolicy statementshatarethe
onesof interest.For example,in anintegrity constraintve arecon-
cernedaboutthe assignmenbf high integrity subjectsto permis-
sionsthatenabledependencen low integrity data.In thiscasewe
aretrying to control subjecttype-permissiorassignmentslin the
caseof separatiorof duty constraintswe aretrying to controlsub-
jecttype-principalassignment3. Aggregationsthemselesarenot
constrainedinlesst is to limit anassignmenindirectly. For effec-
tive constraintresolution the actualassignmenbeing constrained
shouldalwaysbe considered.

In the policy graphshavn in Figure 3, it is easyto seethatthe
maximal numberof subjectsassociatedvith the read-devn per
missionarethoseassociatedvith the subjecttype-permissioras-
signment. Likewise, it also appearghat the maximal numberof
permissionsarethoseassociatedvith the assignmenaswell. In-
terestinglythisis alwaysthecase.

Definition 5. We definea conflict cover setC'S of all assign-
mentchainsAC for all constraintconflictsq. to be a setof policy
statements € {X,Y, A7, AY, R*} whereeachac € AC hasat
leastoneof thesastatements

Definition6. We defineaminimalconflictcover set(or minimal
cover set)asaelemenin thepower setof coversetsC'S; € p(C'S)
astheconflictcover setthatincludesthesmallesnumberof assign-
ments. The setof assignment& a minimal conflict cover setare
calledtheminimal cover assignments

Theoem 1. The minimal conflict cover setfor AC are com-
prisedof theassignmenstatements; .

Proof Sketth. Eachconstraintrelation R; correspondso anas-
signmentchainac in a constraintg that hasa conflict. Eachac
containsan z, which is the conflicting elementof type X, andy,
which is the conflicting elementof type Y. Sincethe other af
andaf statementsimply aggrgateelementof typesX andY to-
getherthe maximalsizeof the aggregationsareatay, anda¥, (see

3Separatiorof duty is ultimately an attemptto controlthe permis-
sionsthat a principal can obtain, so the subjecttype-permission
assignmeninayalsobeleveraged.
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Figure 4: Assignmentslead to conflicts and thosethat lead to
the most conflicts have the highestpotential impact for resolu-
tion. However, other assignmentsmay overlap thus reducing
the baseimpact of one conflict. For example,the sysadmand
setfil es assignmentsto readf i | e_t ype objectsresultsin
thr ee conflicts, but theseconflicts overlap with those of sshd
and| ogr ot at e.

Definition 3), respectiely. Sincestatement-*? relatesthesetwo
largestsets,it will appearfor eachaggreate statemenbor object
definition in thosesets. Thus, the latter two groupswill have to
appeaiin atleaston ac in whichr*¥ appearsThus,the numberof
r*¥ will be minimal. They will form a cover setwhenall AC' is
accountedor. O

The intuitive notion is that sincethe assignmentsre the only
way to relatethe setsof objects(e.qg., subjecttypesand permis-
sions),they arerequiredfor eachconstraintconflict. Thus,all the
constraintconflictscanbe identified by the minimal cover assign-
mentswhich we aim to useto reducethe compleity of reason-
ing aboutconstraintconflicts. Unfortunately we find thatit is still
necessaryo computethe individual conflictsto reasonaboutthe
relationshipsbetweenconflicts and the minimal cover set, so no
computationahdwantagds gained.

We shouldnotethatif theaggreyatesof oneassignmensubsume
anotherthenoneassignmeninay itself be coveredby anotheras-
signmentof greaterscope. Suchcasescan be identified (by the
aggrgatesassigned)sotheseassignmenstatementsanbe elimi-
natedfrom the cover set.

Examplel. FortheBibaintegrity analysisof the SELinuxexam-
ple policy, we identifiedthe subjecttype-permissiorassignments
thatled to eitherwrite-up or read-devn permissionsasour setof
constraintconflicts. The numberof read-davn statementsvasini-
tially around100, whereashe numberof write-up statementsvas
over 700.

4.2 Maximal Conflict Impact

Ultimately, we wouldlik e to selectconstraintonflictresolutions
that have the biggestimpact(i.e., the maximalimpactresolutior).
Impactcanbe definedin a variety of ways, but sinceour interest
is resolvingconflicts, we say that the maximalimpactresolution
resolesthegreatesnumberof conflicts.

In Figure4, we seethreedifferenttypesof conflictsthatenable
low integrity data(user_ssh, sshd_t np, and| ast| og) to
reachhighintegrity subjectypes(sysadm sshd, andl ogr ot at e).
In thesecasesa conflict is causedecausehe high integrity sub-
jecttypeshave assignmentso permissionghatenablereadto one



or moreobjecttypesthat canbe modifiedby low integrity subject
types.Notethattheassignmenof readpermissiortofi | e_t ype
to sysadmresultsaccesgo three(in actuality mary more than
three)permissiongo readlow integrity files.

An importantthing to note is that the removal of the assign-
mentbetweerthesysadmsubjecttypeandthef i | e_t ype read
permissionresultsin the removal of threeconflicts, the maximal
numberin this figure. However, even if this assignments re-
moved, all of thethreeconflictswill remaindueto theassignment
ofsetfil estoreadfil e_type.

Given this informal analysis,we identify two typesof conflict
impacts: (1) a basicimpactthatidentifiesthe numberof conflicts
thataredueto anassignmentaind(2) a real impactthatidentifies
the numberof conflictsthatwill beresolhed by the removal of an
assignment. Theseimpactsassociateeachassignmentvith their
conflictsandtheimpactof the assignmeng removal on constraint
conflictresolution.

We definethe conceptghatunderliethesenotionsbelow.

Definition 7. The basicimpactvalue of an assignments the
numberof constraintsthat are linked to all assignmenthainsto
which thatassignmenbelongs.

Example5. For Figure4, the basicimpactvaluesfor both the
setfiles-file_type(r) andsysadmfile_type(r) as-
signmentsare 3. The other subjecttype-permissiorassignments
have a basicimpactof 1. In the SELinux example policy, the
fil e_type attributeis associateavith all files, somary conflicts
resultsdueto this assignment.

If we resole theassignmentvith thelargestbasicimpactvalue,
thenthis combinationof assignmenthainsis removed from the
constraintg.. However, theremay be other assignmentshat re-
sult in someof the sameconflicts. Examplesof this are shavn
in Figure 4 wherethe sshd-sshd_t np(r) assignmentesults
a conflictthatis commonwith thesysadmfi | e_t ype(r) as-
signments conflicts. If theformerassignmenis removed or miti-
gated thelatterassignmenstill causes conflict. Thus,theimpact
of changingthis assignmenis reduced.

Definition8. Therealimpactvalueof anassignmenis its basic
impactvaluelessary conflictsthatarecausedy assignmenthains
thatdo notincludethis assignment.

Example6. In Figure4, all the subjecttype-permissiorassign-
mentshave real impact valuesof 0. Thus, the removal of one
of theseassignmentfasno directimpacton the constraintcon-
flicts shavn. In the SELinux example policy, all file constraint
conflicts are covered by generalassignmentssuchas sysadm

file_type(r).

As isintuitive, choosingto resohe theassignmentvith the high-
estrealimpactvaluewill remove the greateshumberof conflicts.
However, asindicatedn Exampleg, thereareoftenconflictscaused
by very generalassignmentsso mary assignmentsnay have real
impactvaluesof 0.

Further the computationof the real impact of an assignment
is non-trivial. In general,we mustcomputethe setsof conflicts
coveredby anassignmenfi.e., basicimpactvalue)anddetermine
whetheranotherassignmenalso coversthis conflict. We canuse
the minimal cover setcomputedearlierto reducethe costof this
analysishowever. If we computethesetof constraintonflictsthat
comprisethebasicimpactfor aminimal cover assignmenthenwe

can color thoseconflictsthat are causedby 0, 1, or multiple as-
signments For thoseconflictswith 1 assignmentwe canexamine
thetargetassignmeng basicimpactsetto determingf it is theone
assignmentesponsibleTheworst-casgerformancef suchanal-
gorithmis the numberof conflictssincewe never look atthe same
conflict morethantwice.

Ultimately, the basicimpactvaluesmay have more useful se-
manticsin generabecause¢hey indicateassignmentthatarelikely
to have a significantnumberof commonconflicts. Further it is
often difficult to determinehow to resole a generalassignment
becauset hassuchbroadimpact. For example, the sysadm
file_type(r) impactseveryfile in thesystemsoit is notun-
til we know which files aremodified by low integrity processand
which our systemadministratoreally needso reador execute that
we know the extentof this resolution.

Thelastissueto consideris thatthe resolutionof anassignment
otherthanonein the minimal cover setmay have a significantim-
pact. For example,a commonresolutionis to remove a low in-
tegrity subjecttypefrom the systemhenceeliminatingall conflicts
thatit causes.If the low integrity subjecttype is a causeof the
conflictsof multiple minimal cover assignmentshenit maybea
betterchoicefor resolution.Thereis nothingin thedefinitionof ba-
sicimpactthatlimits it to theminimal cover setassignmentsowe
ervisionthatimpactassignmentaybedoneon otherassignments
if resolutionof aminimal cover assignmenis not practical.

4.3 ResolutionApproach

Given the resultsabove, we define the following approachto
constraintresolution.

1. Identify theminimal cover set(i.e.,assignmentsesponsible)
for constraintconflicts.

2. Computethe basicimpactvalueof eachassignmenabore.
3. Computetherealimpactvalueof eachassignmenabore.

4. Trytoresohetheassignmentwith arealimpactvaluegreater
than 0 andreal impactvaluesthat equaltheir basicimpact
value.

5. If we cannotresole the assignmentgxamine resolutions
basedbn otherassignmentsn a commonassignmenchain.

6. For theremainingassignmentsshoosethe assignmentvith
thelowestbasicimpactvalue.

7. Try toresohe this assignmenasin step4 and5.

8. Repeatstep6 and 7 until all constraintconflicts have been
resohed.

This approactdeviatesfrom a naive approachin threeways: (1)
we requirethatassignmentsvith somerealimpactarecompletely
independen(i.e., do not partially overlapwith otherassignments)
in step4; (2) we examinetheuseof otherassignmentsnanassign-
mentchainfor resolutionin step5; and(3) we resole the lowest
basicimpactassignment§irstin step6.

First, assignmentsvhoseresolutionhassomereal impact may
not be completelyindependentln this caseit is oftendifficult to
determinehow to resole these.We have foundit easierto resohe
lower-level constraintconflictsfirst beforeproceedingo thosethat
involve aggr@ateassignments.

Secondin thecourseof resolutionwe considerthe otherassign-
mentsbesideshosein the minimal cover setasdescribedn the
previous section.In generaljt may not be practicalto resole the



Subjectlype | Read-dowrPermission

| R-DPerms| SubjeciTypes | W-U Perms | Resolution]|

sysadm file_type:file 183 3 185

sysadm file_type:dir 168 2 180

sysadm file_type:chtfile 18 3 174

sysadm file_type:Inkfile 147 3 166

sysadm devtty_t:chrfile 1 24 134 2
logrotate logfile:file 18 2 119 6
sysadm tmp_t:dir 1 19 117 3
sysadm file_type:sockfile 121 3 114

sysadm tmpfs.t:dir 1 19 85 3
sysadm ptyfile:chcfile 7 1 84 2
sysadm ttyfile:chr_file 3 1 83 2
sysadm tty_device_t:chr_file 1 3 15 2
sysadm sysadmhomet:file 1 3 13 4
privhome userhomet:file 1 3 12 5
sysadm ptmxt:chr_file 1 3 11 6
sysadm sysadmhomet:dir 1 2 11 4
privhome userhomet:dir 1 3 10 5
sshd sshdtmp_t:dir 1 2 10 3
sshd sshdtmp_t:file 1 3 9 4
privhome userhomet:Ink_file 1 3 9 5
privhome userhomet:sockfile 1 3 6 5
sshd userhomessht:dir 1 2 4 3
sshd sshdtmp_t:Ink_file 1 2 4 4
sshd sshdtmp_t:sockfile 1 2 4 4
sysadm httpd.adminhomessht:dir 1 2 4 3
sysadm catmant:dir 1 19 4 3
sysadm file_type:blk file 2 3 3

sysadm sysadmhomessht:dir 1 2 3 3
logrotate httpd.config t:dir 1 2 2 3

Table 1: The subjecttype-permissionassignmentghat resultin read-davn Biba conflictsin SELinux examplepolicy with counts of
associated ead-dovn permissions,assignedsubjects,conflicting write-up permissions,and resolutions(seeSection3.2.1).

subjecttype-permissiorassignmendtirectly, so the resolutionof
otherassignmentsn commonassignmenthainsmustbe consid-
ered.

Third, perhapgounterintuitively, we resolhe theremainingcon-
flicts in orderusingthe lowestbasicimpactvalues.Theseconflicts
aregenerallyeasierto understandandimportantly they mayindi-
cateotherassignmentsn their assignmenthainthatmay be eas-
ily resohable. Theseareinterestingbecausef thesemay have a
significantimpactthemseles (i.e., apply acrossmultiple subject
type-permissiorassignmentandtheir conflicts). Thus,we enable
the computatiorbasicimpactvaluesfor otherassignmentaswell
for consideringheir resolution.In thatcase maximalimpactreso-
lutionsareoftenchosen.

Ultimately, the selectionof conflict resolutionactionsis a man-
ual procesgyiventhis impactinformation. As we discussedthere
arespecifictypesof resolutionsput the actionsdependon the na-
ture of the constraint.For a particularconstraint suchasBiba in-
tegrity, it shouldbe possibleto describethe conditionsunderwhich
variousresolutionsarepossible . Thus,eitheraparticularresolution
canbeselectedr all thepossibleresolutionbeidentified. We have
notyetlooked into this possibility.

5. APPLICATION TO SELINUX

In this section,we examine constraintconflict resolutionfor a
Biba integrity constrainton the SELinux examplepolicy. Conflict
detectionand the analyseghat guide resolutionare implemented
in the Gokyo policy analysistool [13]. The Gokyo policy analysis
tool andtheBibaintegrity constraintanalysisusingit aredescribed
in Section2.

5.1 Gokyo Conflict Detection

The goal is to identify the minimum cover setfor the Biba in-
tegrity conflictsin the SELinux examplepolicy. As describedn
Section4.1, the minimal cover setis definedby the subjecttype-
permissionassignmenstatements.Recallthat the Biba integrity
constraintis a binary constrainton two assignmentelationsbe-
tweensubjecttypesand permissiongseeSection3.1). Therefore,
the subjecttype-permissiorassignmentshat resultin read-deavn
or write-up accesglefinethe minimal cover setfor the constraint
conflicts.

We implementthe following procesgo find constraintconflicts
usingthe Gokyo policy analysistool. We identify a setof subject
typesuponwhichtheintegrity of thesystemdependsindaggr@ate
theseinto the trustedsubjecttype. The selectionof thesesubject
typesis determinecasedn theability to containtheseprograms.
For example,sincesshd enablestransitionto a wide variety of
subjecttypes, its compromisewould compromisethe entire sys-
tem. Thereforejt mustbehighintegrity. Thoseof thelow integrity
subjecttypesare aggrgyatedinto an untrustedsubjecttype. The
aggr@ationof subjecttypesresultsin theinheritanceof all theper
missionsof all thesubjecttypesin theaggrgate.Thus,the permis-
sionsin the aggr@atedefinethe scopeof possibleconstraintcon-
flict (read-devn permissiondor trustedandwrite-up permissions
for untrusted.

Constraintconflict detectioninvolvescollectingtheassignments
thatmayleadto a constraintviolation (e.g.,read-davn to anobject
thatcanbe written by a low integrity subjecttype). In Gokyo, the
constraintobjectsdefinefunctionsfor thesetwo steps. First, the
Biba integrity constraintcollectsthe assignmentthatincluderead
and executepermissiondor the high integrity subjecttypein the



constrainf{trusted andwrite permissiongor thelow integrity sub-
jecttype (untrusted. Secondthe assignmensetsarecomparedo
determindf they correspondo the sameobjecttypeandclass(i.e.,
datatype).By hashingassignmentby objecttype andclass,such
correspondencis founddirectly.

For eachconflict, we collectthe subjecttype-permissiomassign-
mentsfor eachread-davn and write-up permissioninvolved in a
conflict. This setof assignmentforms the minimal cover setfor
thepolicy.

5.2 Gokyo Conflict Analysis

Oncetheminimal cover sethasbeenidentified, Gokyo computes
analysisdatato guideresolution. Recallfrom Section4.2 thatwe
identified two analyseghat are basedon reducingthe numberof
constraintconflict sets,baseimpactvalue and real impactvalue.
As defined,impactis associateavith the numberof conflicts(i.e.,
eitherread-davn or write-up permissions}hatresultfrom this as-
signment.Ourintuitive understandingf the SELinuxexamplepol-
icy is thatthereareno assignmentshatareindependengi.e., have
anon-zerorealimpactandan equalbasicandrealimpact),sowe
proceedwith using basicimpactfor resolution(steps6 and 7 in
Section4.3).

Impactis definedasthe numberof conflictsthat resultfrom an
assignmentSinceone permissiormay conflict with multiple oth-
ers,the notion of a conflict hasdifferentviews. For a binary con-
straint,suchasBiba integrity, we identify two usefulviews of the
conflict: (1) the numberof read-dowrpermissionsassociatedavith
conflictsof theassignmenand(2) the numberof write-up permis-
sionsassociatedavith conflictsof the assignmentimpactcouldbe
consideredrom eitherof thesedimensionsWe alsofoundit useful
to computeathird valuefor resolution the subjectimpactwhichis
the numberof subjecttypesassociatedy this assignment.This
valueis usefulin determininghow easyit is to apply subjectreso-
lutions, suchaswhetherremoving a subjecttype from the system
will resolhe aconflict.

It turnsout that the easeof resolutionplaysa biggerrole than
theimpactof performingtheresolutionasdiscussedn thefollow-
ing subsectionlf a permissionassignmenhasa large impact, but
is difficult to resole, thenit is not asmuchhelp asa permission
assignmenthatis easyto resole, but haslittle impact. A setof
simpleresolutionsmay eliminatea high impactconflict.

5.3 Gokyo Conflict Resolution

We useGokyo to computesubjecttype permissionassignments
thatleadto constraintconflicts. Table1 shaws the read-devn per
missionassignmentonflicts,and Table2 shavs the write-up per
missionassignmentonflicts*. For theread-devn permissionswe
shav one of the subjectsto which the permissionis assignedthe
numberof read-davn permissiongo which this refers,the num-
ber of subjecttypesthat obtainread-davn accessusingthis per
mission,andthe numberof write-up permissionassignmentshat
conflict with this read-davn assignment.Note that the sameper
missionmay be assignedn multiple statementsbut we shawv the
first subjectto whichit is assigned.

For our analysis,the read-devn permissionsare sortedby the
numberof write-up assignmentto which this permissionconflicts
(lastcolumn). It is clearthatthereis a wide variancebetweerthe
numberof conflicting write-up permissions.Accordingto the ba-
sicimpactmetric,we would wantto resole conflictsstartingfrom
thetop of thelist. Clearly, if we could resole the broadconflicts

“We performedsomeconflict resolutionprior to deriving thetech-
niguesusedat this stage sothis datareflectsin intermediatepoint
in the SELinuxpolicy analysis.

Write-upPermission | R-DImpact [ Subjimpact |
usethomet:dir 2
userhomet:file
userhomet:Ink_file
userhomet:sockfile
usecthomessht:dir
sshdtmp_t:dir
sshdtmp_t:file
sshdtmp_t:Ink_file
sshdtmp_t:sock file
lastlogt:file
ptmx_t:chrfile
usernetscapew._t:file
usetnetscapaw_t:dir
mail_spoolt:file
catmant:Ink_file
catmant:sockfile
usertmpfst:dir
usertmpfst:file
usertmpfst:Iink_file
usertmpfst:sockfile
userhomet:chr_file
userhomet:blk_file
userhomessht:file
userhomessht:Ink_file
userhomessht:sockfile
usertmp_t:dir
usertmp_t:file
usertmp_t:Ink_file
usertmp_t:sockfile
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Table 2: Write-up permission assignmentsand their impacts
for Biba integrity conflictsin the SELinux examplepolicy.

causeddy assignmento all files (viathef i | e\ _t ype attribute)
this would have a majorimpact. Unfortunately resolvingsucha
conflictis difficult becauseve would like to precludeeithercon-
flicting readsor writes, but we do not know which to preclude
(depend=n functional requirementspnd mary conflicts may be
removed by theresolutionof otherconflicts.

Examiningthewrite-uppermissiorconflictsin Table2 shavs us
thattherearealot of low-level conflictsthathave approximatelythe
samampact. Thus,it is difficult to distinguishamongthemrelative
to impact. The typical actionis to examinethe write-up subject
typesthat possesshesepermissiongnot shavn) anddetermineif
they canbe excludedfrom the system. Most of the low integrity
subjecttypesthat could be excludedwere excluded prior to this
stagen the conflictresolutionanalysis.

As describedn Section4.3, step6 indicatesthat we selectthe
lowest basicimpact assignmenfor resolution. Given the read-
down andwrite-up views of conflicts,we foundit usefulto select
assignmentsvith aread-devn impactof 1 anda maximalwrite-up
impact. Theseindicateassignmentshat are easierto resole, but
hada significantimpactonresolution.

Theresultanttable after resolution(seeSection3.2.1)is shavn
in Table3. Thenumbersareslightly differentbecausesomeaddi-
tional low integrity subjecttypeswerealsoremoved from the sys-
tem. Furtheranalysiss necessaryo determinevhetheread-deavn
permission®r write-up permissionsareto be precludedor there-
mainingassignmentAn alternatie would beto apply Low-Water
Mark Policy suchthat high integrity processesvould be down-
gradedo low integrity upontheuseof low integrity data[11]. This
would applyto the systemadministratorsvheretheir permissions
dotruly indicatebothhigh andlow integrity actions.



Subject| R-DPerm | R-D ] Subj[ WU ]

sysadm| file_type:dir 149 2 176
sysadm| file_type:file 157 2 173
sysadm| file_type:Inkfile 127 2 152
sysadm| file_type:sockfile | 104 2 92
sysadm| file_type:chrfile 10 5 40
sysadm| file_type:blk file 2 5 3

Table 3: Read-davn permissionsremaining at resolutionend.
Remaining conflicts require manual resolution.

6. CONCLUSIONS

In this paperwe arguedthatconstaint conflictsaredistinctfrom
traditionalpolicy conflictsanddemandhe constructiorof special-
izedtools to assistin their resolution. This motivatedthe needto
definea formal modelfor constraintconflictsandto defineproper
tiesfor guidingtheresolutionof theseconflicts. Thenew properties
that we identified are minimal conflict cover which representshe
minimal setof policy statementshatcaover all conflictsandimpact
which representshe effect thatthe removal of anassignmenwill
have ontheresolutionof conflicts.Minimal conflictcoveris useful
in conflict detectionbecausét identifiesthe minimal numberpol-
icy statementshatcover all conflicts.Impactis usefulto guidethe
resolutionprocess. At present,systemadministratoramust make
theresolutiondecisionssometricsthathelpin resolutiondecision
makingarevaluable.

We appliedthesemetricsto resolvingBiba integrity violations
in the SELinux examplepolicy. We found that minimal conflict
cover greatlyhelpedin reducingthenumberof individual conflicts.

Mary of theconflictsweredueto asmallnumberof coarse-grained
assignmentsimpactwasusefulin identifying which assignments

canbe mosteasilyresohed with the removal of the mostconflict-
ing permissions.For example,an assignmenthatleadsa high in-
tegrity subjecttypeto readlow integrity datais easierto resol\e if
it impactsfew subjecttypesandread-davn permissions.Further
resolutionof this assignmenis morevaluableif thereareavariety
of write-up permissionghatleadsto conflictswith it.

In the future, we needto integrate the resultantresohed pol-
icy with SELinux. This mainly involvescreatingSELinux policy-
level resolutionstatementshat canbe compiledinto the low-level

SELinuxrepresentationmplementing_- OMAC policieson SELinux

is moredifficult becaus&ELinuxdomaintransitionsonly occurat
processxecutiontime.
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