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ABSTRACT

The disassembly of binary programs is a fundamental yet chal-
lenging task in the field of security, particularly when addressing
non-standard and complex standard binaries. Logic-based disas-
semblers often perform poorly in such settings, yielding either
low recall or failing to disassemble the binary altogether. While
neural-based approaches are more robust, they typically require
extensive additional data for training on specific binary formats or
instruction set architectures (ISAs). In this paper, we present NSDA,
a neurosymbolic disassembler powered by Logic Tensor Networks
(LTN). NSDA combines the capacity of neural networks to learn
latent representations with the rigor of logical rules to constrain
inference, thereby integrating both learning and logical reasoning.
Requiring neither training data nor pre-trained models, NSDA out-
performs both logic-based and neural disassemblers across various
settings with minimal overhead. We also propose Segmented NSDA,
a variant designed to handle large-scale binaries, which successfully
disassembles Chromium and provides measurable improvements
in accuracy.
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1 INTRODUCTION

Disassembly is a foundational yet challenging problem in cybersecu-
rity, serving as the prerequisite for many downstream analyses such
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as malware detection, vulnerability discovery, binary rewriting, and
reverse engineering [3, 12, 34, 40]. In practice, security analysts
must first disassemble a binary to recover instruction boundaries,
construct control-flow graphs, and enable higher-level analyses
including decompilation and behavioral reasoning.

Problem Statement. Given a binary executable with incomplete or
unreliable metadata, the disassembly task requires classifying mem-
ory regions as code or data while preserving global control-flow
consistency. This task is inherently difficult because disassembly
decisions are globally coupled: misclassifying a single block may
invalidate large portions of the recovered control-flow graph. These
challenges are particularly acute for non-standard binaries, where
conventional assumptions about binary layout and control flow no
longer hold.

For standard binaries such as ELF, PE, and Mach-O, well-defined
formats with explicit headers, separated code and data sections, and
recognizable control-flow metadata allow mature disassembly tools
(including objdump [18], Ghidra [1], and IDA Pro [2]) to achieve
high accuracy. In contrast, binaries deployed in Internet of Things
(IoT) and Industrial Control Systems (ICS) environments frequently
adopt custom or undocumented formats. Such binaries often lack
reliable headers, interleave code and data within executable re-
gions, and exhibit unconventional control-flow patterns. These
characteristics undermine the assumptions embedded in traditional
disassembly tools, causing them to miss valid code regions or con-
servatively classify executable bytes as data [7]. Vendor-specific
variations further exacerbate the problem, rendering manual rule
customization impractical at scale.

Existing disassembly techniques broadly fall into two categories.
Symbolic disassembly tools, including objdump [18], Ghidra [1], IDA
Pro [2], Radare2 [43], DDisasm [14], and WIS [13], encode expert
knowledge as deterministic heuristics or logical constraints. While
highly effective on standard formats, these approaches are brittle
when their assumptions are violated, often leading to unsatisfiable
constraints, missed entry points, or premature termination.!

More recently, neural disassembly techniques such as XDA [33],
DeepDi [51], Loadstar [7], and DISA [47] have leveraged deep
learning models to classify code and data directly from raw bytes
or instruction sequences. These methods improve robustness on
certain non-standard binaries but rely heavily on large, architecture-
specific labeled datasets. Adapting them to new binary formats or

WIS [13] incorporates classical machine learning to tune rule weights, but does not
employ neural representation learning.
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instruction set architectures (ISAs) typically requires costly data
collection and retraining. Moreover, fine-tuning on non-standard
binaries can degrade accuracy on standard binaries, revealing a
tension between specialization and generalization [7].

Taken together, neither symbolic nor neural approaches alone
provide a satisfactory solution across the full spectrum of real-world
binaries. Symbolic disassemblers offer strong structural guarantees
but lack flexibility, whereas neural disassemblers are adaptable but
data-hungry and difficult to constrain.

Key Insight. We observe that binary disassembly can be naturally
formulated as a global constraint optimization problem, in which
code-data classification, control-flow consistency, and disassembly
validity must be optimized jointly rather than independently.

Motivated by this insight, we explore a neurosymbolic approach
to disassembly. Neurosymbolic Al [11, 39] integrates symbolic rea-
soning with neural representation learning in a unified optimization
framework, enforcing logical constraints during learning rather
than as post hoc filters. This paradigm is well-suited to disassembly,
an inherently structural task with partial observability and strong
global invariants. A neurosymbolic disassembler can reason over
expert-derived logical rules while simultaneously learning latent
patterns from binary features, enabling adaptation to previously
unseen binaries without manual rule customization or retraining
on labeled datasets.

We present NSDA, a neurosymbolic disassembly framework built
on Logic Tensor Networks (LTN) [5]. NSDA leverages Ghidra [1] to
obtain an initial, conservative partitioning of memory into code
and data blocks. It then jointly optimizes a neural classifier and a set
of eight architecture-agnostic logical rules encoding control-flow
consistency and negative evidence (e.g., failed disassembly and high
zero-byte density). Through an iterative refinement process, newly
identified code blocks are fed back into Ghidra for re-disassembly,
forming a closed reasoning loop that progressively improves global
consistency. Furthermore, to accommodate large-scale binaries, we
introduce Segmented NSDA, a variant specifically designed for the
efficient disassembly of binaries at scale.

Our evaluation shows that NSDA improves code—data discrim-
ination by up to 27% over the Ghidra baseline on challenging
non-standard binaries, while also consistently enhancing accu-
racy on standard x86_64, ARM32 and MIPS binaries. These gains
are achieved without any labeled training corpus or offline pre-
training, and with modest computational overhead (7s-50s). Com-
pared to neural-only approaches such as Loadstar [7], NSDA pro-
vides stronger generalization across architectures and binary for-
mats by construction.

We summarize our contributions as follows:

(1) We introduce a neurosymbolic formulation of binary disas-
sembly that tightly integrates neural representation learning
with symbolic reasoning, enforcing global logical constraints
during optimization rather than relying on ad hoc combina-
tions of heuristics and classifiers.

(2) We design and implement NSDA, an architecture-independent

disassembly system supporting both standard and non-standard

binaries. Extensive evaluation on ARM32 and MIPS binaries
compiled with gec [15] and LLVM [23], as well as real-world
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PLC binaries [7], demonstrates that NSDA significantly out-
performs purely symbolic and purely neural baselines while
remaining practical.

(3) We release a new dataset of standard ARM32 and MIPS bi-
naries derived from coreutils [17], compiled with multiple
toolchains, along with the source code of NSDA, to facilitate
future research on disassembly and binary analysis.

2 BACKGROUND AND RELATED WORK

2.1 Disassembly

Disassembly typically begins with instruction boundary identifica-
tion (IBI) [14], which determines the start and end of each instruc-
tion. This task is closely related to the code—data separation problem
studied by Loadstar [7]. However, Loadstar focuses exclusively
on the ARM architecture, where instructions are uniformly 4-byte
aligned, simplifying instruction parsing once code regions are iden-
tified. In contrast, this work considers IBI as the core disassembly
task across architectures and binary formats.

Some disassemblers, such as DDisasm [14], additionally perform
symbolization to support downstream tasks like binary rewriting.
Since symbolization is not a mandatory component of disassembly,
we focus on IBI as the fundamental problem in this paper.

Symbolic Methods. Symbolic disassemblers can be broadly cate-
gorized into three classes: linear disassemblers [18], traversal-based
disassemblers [1, 2, 8, 41, 43], and superset disassemblers [6, 13, 14,
28, 48].

Linear disassemblers, such as objdump [18], rely on correct bi-
nary headers and perform instruction decoding in a purely linear
fashion. They are simple and efficient, but fundamentally incapable
of handling non-standard binaries; when headers are missing or
malformed, they either fail outright or disassemble the entire binary
as code.

Traversal-based disassemblers, including Ghidra [1], IDA Pro [2],
and Radare?2 [43], constitute the most mature class of disassem-
bly tools. These systems identify initial entry points from headers
or heuristic patterns and iteratively expand code regions by fol-
lowing control-flow transfers, a process commonly referred to as
recursive disassembly [49]. Supported by extensive heuristic rules,
traversal-based disassemblers achieve near-perfect accuracy on
standard binary formats. However, their performance degrades sig-
nificantly when applied to non-standard binaries or unconventional
coding patterns, such as data embedded in hand-written assembly
code [32]. This is especially true for binaries or functions lack-
ing reliable entry points, which often results in large code regions
remaining undiscovered and being misclassified as data.

Superset disassemblers [6, 13, 14, 28, 48] adopt a fundamentally
different strategy by decoding instructions at every possible byte
offset to construct a superset of candidate instructions. The final
disassembly is obtained by applying a large set of manually de-
signed rules to eliminate invalid candidates. While this approach
has demonstrated strong performance on standard binaries, it relies
on hard, predefined logical constraints. When these rules conflict
or fail to apply (such as in non-standard or obfuscated binaries), the
disassembly process may halt entirely. For example, DDisasm [14]
and WIS [13] refuse to process non-standard binaries and often fail
on heavily obfuscated inputs.
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Neural Methods. Recent neural network-based disassemblers [7,
33, 47, 51] demonstrate that learning-based approaches can improve
robustness over symbolic techniques, particularly on non-standard
binaries. These methods employ architectures such as Graph Neural
Networks or Transformers and operate on raw bytes or decoded
instruction sequences. Neural disassemblers typically offer fast
inference and achieve high accuracy in scenarios where symbolic
assumptions break down.

However, all existing neural disassemblers share a fundamental
limitation: they require large, ISA-specific labeled training datasets.
Porting these systems to new architectures or binary formats entails
costly data collection and retraining. In practice, acquiring ground-
truth labels can be extremely challenging. This data dependency
limits the practicality and generality of purely neural approaches.

2.2 Neurosymbolic Al

Neurosymbolic Al is a research paradigm that integrates symbolic
reasoning with neural representation learning in a unified learning
and inference framework [11, 39]. Symbolic Al relies on explicit,
human-interpretable representations such as logical rules and con-
straints, providing strong guarantees for formal reasoning and
explainability. Neural networks, in contrast, excel at learning la-
tent patterns from raw data but typically lack explicit structural
guarantees.

A defining characteristic of neurosymbolic Al is that symbolic
knowledge is incorporated directly into the optimization objective,
such that logical constraints actively guide learning and inference
rather than being applied as post hoc filters. This distinguishes
neurosymbolic systems [7, 24, 25, 27, 33, 45-47, 51] from loosely
coupled pipelines in which neural predictions are merely refined
by heuristic validation, rule-based pruning, or tool orchestration.
While such pipelines can be practically effective, they do not per-
form joint reasoning over learned representations and symbolic
structure in the strict sense.

This tight integration enables neurosymbolic systems to address
problems that combine statistical regularities with strong global
constraints. By jointly optimizing neural predictions and logical
consistency, neurosymbolic models aim to achieve improved ro-
bustness, generalization, and interpretability [11, 39].

Binary disassembly is particularly well-suited to this paradigm.
The task is inherently partially observable: instruction boundaries,
control-flow relationships, and code-data distinctions are often am-
biguous or missing, especially in non-standard binaries. Moreover,
disassembly decisions are globally coupled—misclassifying a single
block can invalidate large portions of the recovered control-flow
graph. Many correctness conditions are therefore structural rather
than statistical (e.g., control-flow consistency and call-target valid-
ity), making them difficult to capture using local features or purely
data-driven loss functions. These properties motivate a framework
that can learn latent representations while enforcing global logical
constraints during inference.

In this work, we adopt a neurosymbolic formulation based on
differentiable optimization, enabling joint reasoning over neural
predictions and symbolic constraints for the task of binary disas-
sembly.
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2.3 Logic Tensor Networks

Logic Tensor Networks (LTN) [5] is a neurosymbolic Al framework
that integrates first-order logic with neural networks through differ-
entiable optimization. LTN employs a differentiable first-order logic
formalism based on fuzzy logic, which allows logical predicates to
take continuous truth values in the range [0, 1]. This design en-
ables symbolic constraints to be enforced softly rather than as hard
requirements, an essential property when analyzing real-world
binaries that may violate assumed invariants. As a result, LTN sup-
ports robust reasoning in the presence of ambiguity, incomplete
information, and conflicting evidence.

Traditional First-Order Logic vs. Fuzzy Logic. In traditional
first-order logic (FOL), predicates are Boolean-valued, returning
either true or false. While this formulation is well-suited to for-
mal verification, it is often too rigid for domains such as disas-
sembly, where heuristics and structural assumptions may hold in
most—but not all—cases. Enforcing such rules as hard constraints
can cause symbolic systems to fail entirely when confronted with
non-standard binaries.

Fuzzy logic generalizes FOL by allowing predicates to return real
values in [0, 1], representing degrees of truth. This relaxation en-
ables partial satisfaction of logical constraints, allowing the system
to continue reasoning even when some assumptions are violated. In
the context of disassembly, this property is crucial: patterns such as
conditional branches, control-flow transfers, or disassembly failures
are strong indicators of code or data, but none are universally valid.

Neural Networks as Predicates. In LTN, predicates need not
be purely symbolic; they can be implemented as neural networks
that map high-dimensional inputs to continuous truth values. This
capability allows LTN to incorporate learned representations di-
rectly into logical reasoning. In our setting, neural predicates enable
the system to learn block-level representations from binary fea-
tures while remaining subject to global logical constraints. This
design contrasts with purely neural approaches, which typically
optimize local classification accuracy without enforcing structural
consistency across the program.

Constructing Logic Rules in LTN. Once predicates are defined,
LTN supports the construction of logical rules using standard con-
nectives and quantifiers, interpreted under fuzzy semantics. In this
work, we adopt commonly used fuzzy operators:

e NOT:—~u=1-u

e AND:uAv=uv

e OR:uvVov=u+v—uo

e Implication:u = v=1-u+uv

These operators allow logical implications to be satisfied to varying
degrees, enabling soft enforcement of constraints such as control-
flow consistency. This flexibility is important for disassembly, where
rules derived from expert knowledge may admit exceptions in non-
standard binaries.

LTN supports both universal (V) and existential (3) quantification
via smooth aggregation operators. The p-Mean operator is typically
used for existential quantification, while the p-MeanError operator
is used for universal quantification. With sufficiently large positive
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values of p, these operators approximate the maximum and min-
imum functions, respectively, while remaining differentiable—an
essential property for gradient-based optimization [37].

Learning in LTN. Given a set of predicates and logical rules, LTN
constructs a loss function that combines data-driven objectives
with logical constraint satisfaction. The learning process seeks to
maximize the overall satisfiability of the rule set while adjusting
the parameters of neural predicates. Importantly, this formulation
optimizes global consistency across all entities and relationships,
rather than making independent, local predictions.

For binary disassembly, this allows the system to learn a block-
level code—data classifier whose predictions collectively satisfy
structural constraints such as control-flow relationships, rather
than optimizing classification accuracy in isolation.

3 LTN DISASSEMBLY

Following the global constraint optimization insight, the disassem-
bly task is no longer treated as a series of independent classification
decisions. Instead, we formulate it as a joint optimization prob-
lem: the neural component learns to identify code/data patterns
from block-level features, while the symbolic component enforces
structural consistency through logical rules (e.g., if a block is a
jump target, it must be code) simultaneously. LTN provides the
mechanism to transform these rules into a differentiable loss func-
tion, allowing the model to self-correct its predictions based on
the global context of the binary. Because logical dependencies are
often recursive, where identifying one code block can provide the
necessary evidence to resolve another, we implement this process
as an iterative loop. This loop ensures that the symbolic constraints
and neural predictions progressively converge toward a globally
consistent disassembly result.

We summarize our approach in Algorithm 1. The algorithm is
iterative and continues until no additional code blocks are discov-
ered. Each iteration consists of three stages: Pre-processing, Training,
and Post-training. During Pre-processing, we extract block-level rep-
resentations from the binary, including features and inter-block
relationships. In the Training stage, a neural model is optimized
jointly with predefined logical constraints encoded as LTN rules. In
Post-training, the trained model predicts the likelihood of each block
being code; newly identified code blocks are then re-disassembled
and incorporated into the next iteration.

Algorithm 1: LTN-based disassembly algorithm.
Input: Binary file binary
Output: List of code blocks code_blocks, list of data blocks
data_blocks

repeat

blocks « extract_blocks(binary);
generate_feature_vector(blocks);
generate_relationships_between_blocks(blocks);

train(model, blocks);
code_blocks,data_blocks « check_blocks(model, blocks);
redisassemble(code_blocks);

1
2
3
4
5 model «— new Model();
6
7
8
9

until no new code blocks are found,;
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3.1 Pre-processing

The goal of the Pre-processing stage is to extract block-level infor-
mation from the binary using a traversal-based disassembler. We
leverage Ghidra to perform automated analysis, which provides
an initial partitioning of memory into code, data, and unknown
regions. Ghidra employs recursive disassembly to identify potential
code blocks based on explicit and potential implicit control-flow
transitions, resulting in a conservative classification in which a
region is marked as code only when sufficient structural evidence
exists.

Using Ghidra as the foundation offers several advantages. First,
its support for a wide range of Instruction Set Architectures (ISAs)
enables cross-architecture analysis through uniform block-level
abstractions. Second, Ghidra is highly effective on standard bina-
ries, accurately identifying complex structures such as exception-
handling metadata and C++ virtual tables. Third, even on non-
standard binaries, Ghidra provides a reliable, though conservative,
baseline for subsequent refinement. Prior comparative studies also
show that Ghidra achieves higher disassembly accuracy than other
traversal-based tools [49], making it well suited for integration into
our framework.

The pre-processing stage consists of three functions:

e extract_blocks()
e generate_feature_vector()
e generate_relationships_between_blocks()

The extract_blocks() function retrieves block-level informa-
tion by invoking Ghidra’s analysis pipeline. Code blocks correspond
to regions successfully disassembled into instructions. Data blocks
are regions assigned concrete data types, typically because they are
referenced by identified instructions. Unknown blocks represent
memory regions for which Ghidra lacks sufficient evidence to make
a definitive classification.

While Ghidra’s initial code and data blocks provide reliable
heuristics, unknown blocks require further refinement. Such blocks
often span large contiguous regions containing interleaved code
and data, making them unsuitable for direct inference. To address
this, we apply a two-step refinement process. First, we perform
a linear sweep over each unknown block, which we refer to as
pseudo-disassembly. Second, we split the block at each control-flow
transfer instruction identified during this sweep (e.g., jump, branch,
or return). This produces smaller fine-grained unknown blocks, each
corresponding to either a pure code region, a pure data region, or a
short data segment followed by code. By ensuring that any candi-
date code sequence appears at the end of a fine-grained block, this
refinement enables more precise feature extraction and relationship
modeling.

The generate_feature_vector () function computes a feature
vector for each block produced by extract_blocks(). These vec-
tors serve as compact embeddings of block-level characteristics. We
adopt features similar to those used in Gemini [50], summarized
in Table 1. To account for differences in block size, each feature is
normalized by the total byte length of the block.

Finally, the generate_relationships_between_blocks() func-
tion records control-flow transfer relationships between blocks,
capturing potential execution paths. These relationships are later
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Table 1: Features used to generate block feature vectors.

Block Features (# denotes “Number”, counted per block)

# strings

# constants

# control-flow transfer instructions

# call instructions

# instructions

# arithmetic operations

# zero bytes

# def-use chains within a 16-instruction window
# printable characters

used by the neurosymbolic framework to reason about block-level
code-data classifications.

3.2 Training

The goal of the Training stage is to learn a block-level classifier
that predicts whether a block represents executable code, while
enforcing global structural constraints derived from disassembly
semantics. We formulate this problem using a LTN, which jointly
optimizes a neural predicate under a set of predefined logical rules.

Predicates. We formalize the LTN using the predicates listed in Ta-
ble 2. These predicates fall into two categories: function predicates,
whose values are fixed and derived during pre-processing, and a
single neural predicate, which is learned during training.

Predicates P1-P7 represent block-level properties extracted dur-
ing the preprocessing stage, with values grounded in the discrete
set {0, 0.5, 1}. The predicates CodeBlock, and DataBlock, capture
Ghidra’s initial, conservative classification results. Specifically, for
blocks successfully disassembled by Ghidra, we assign CodeBlock, =
1 and DataBlocky = 0. Conversely, for regions explicitly identified
as data, the predicate values are inverted accordingly. For unknown
blocks as mentioned in §3.1, they are initialized with neutral values
(CodeBlock, = DataBlocky = 0.5).

Predicates CondJump_t and CondJump_f are motivated by the
observation in Loadstar [7] that a conditional jump is a strong indi-
cator of executable code only when it is preceded by a comparison
instruction. Accordingly, a block ending with such a pattern sets
CondJump_t(b) = 1, while a conditional jump without a preceding
comparison sets CondJump_f(b) = 0.

Predicates HighZero, HighContPrintableChar, and FailDisasm
capture negative evidence for code blocks. Code blocks rarely con-
tain large regions of zero bytes or long continuous strings, and
blocks that fail linear-sweep disassembly are unlikely to represent
valid instructions.

Predicate Call(a, b) records call relationships between blocks,
including those identified during pseudo-disassembly of data blocks.
If a call edge from block a to block b is observed, the predicate
Call(a, b) is set to 1.

Finally, predicate CodeBlock(b) is the only trainable component.
It is implemented as a multilayer perceptron (MLP) that maps the
feature vector of block b to a real-valued probability indicating
whether b is a code block.
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Logic Rules. We encode disassembly knowledge using the logical
rules shown in Table 3. Rules R1-R7 associate individual block prop-
erties with code or data classification, while R8 captures control-
flow consistency across blocks.

Rules R1 and R2 treat Ghidra’s results as strong but conserva-
tive hints. Rules R3 and R4 exploit conditional-branch structure
described in Loadstar [7] to discover new code blocks missed by
traversal-based disassembly. Rules R5-R7 encode negative evidence
for code blocks. Rule R8 enforces control-flow consistency: a code
block may only transfer control to another code block.

Optimization Objective. Each rule is evaluated under fuzzy se-
mantics, yielding a real-valued satisfaction score in the interval
[0, 1]. For unary rules, this score is computed individually for each
block; for binary rules, such as R8, the score is calculated over block
pairs exhibiting established call relationships. As an example, the
local satisfaction score of R1 over a specific block b, denoted as
r1(b), is defined as:

r1(b) = 1 — CodeBlock,(b) + CodeBlock,(b) - CodeBlock(b)

This formulation is derived from the fuzzy implication operator
within the LTN framework. To generalize these local scores across
all blocks, universal quantification is implemented using the p-
MeanError (pME) aggregator. This yields a single global satisfac-
tion value R; for each rule. For instance, the final score for R1 is
calculated as:

Ry = pME (r1(b1),r1(b2), ..., r1(bp))

n 5
=1- (%;um(bw’) . op21

where {b1, ..., by} represents the set of all blocks in the binary and
p is a predefined hyperparameter. When p = 1, the pME reduces to
the arithmetic mean; as p — oo, it converges to the min operator.
Intuitively, the pME serves as a differentiable, “smooth” approxima-
tion of the min operator, allowing the optimizer to account for rule
violations across the entire block set while prioritizing the most
significant outliers.

All rule satisfaction values are then aggregated into a global
satisfiability score:

SAT = pME(Ry, Ry, ..., Rg)

The objective is to maximize SAT; consequently, we define the loss
function as loss = 1 — SAT. This allows the application of gradient
descent to minimize the loss, consistent with standard machine
learning practices. Since the only free variables are the parameters
within the CodeBlock MLP, the LTN framework tracks the gradi-
ents of these variables during the forward pass (loss calculation). A
backpropagation step is then performed to optimize the MLP, aim-
ing to minimize the loss and maximize SAT to achieve an optimal
CodeBlock model through the training process.

3.3 Post-processing

After obtaining the CodeBlock predictions from training, we label
each block accordingly. We first apply the CodeBlock predicate to
classify each block and store them in two separate lists: code blocks
and data blocks.
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Table 2: Predicates used in our LTN formalization.

ID Predicate Description Type

P1  CodeBlock_g(b) Block b identified as code by Ghidra Function
P2 DataBlock_g(b) Block b identified as data by Ghidra Function
P3  CondJump_t(b) Conditional jump with preceding comparison Function

P4  CondJump_f(b)

Conditional jump without preceding comparison  Function

P5 HighZero(b) Zero-byte ratio exceeds 50% Function
P6 HighContPrintableChar(b) Long continuous printable characters Function
P7  FailDisasm(b) Linear sweep disassembly failure Function
P8 Call(a,b) Call relationship from block a to b Function
P9  CodeBlock(b) Block b is code (neural prediction) Neural

Table 3: Logic rules used in our LTN.

ID Logical formulation

R1 Vb (CodeBlock_g(b) = CodeBlock(b))

R2 Vb (DataBlock_g(b) = — CodeBlock(b))

R3 Vb (CondJump_t(b) = CodeBlock(d))

R4 Vb (CondJump_f(b) = — CodeBlock(b))

R5 Vb (HighZero(b) = - CodeBlock(b))

R6 Vb (HighContPrintableChar(b) = - CodeBlock(b))
R7 Vb (FailDisasm(b) = — CodeBlock(b))

R8 Va,b (Call(a,b) = (CodeBlock(a) = CodeBlock(b)))

Next, we pass the list of newly identified code blocks to the
redisassemble() function. For each code block, we invoke Ghidra
to disassemble starting from the block’s beginning. During this
process, Ghidra attempts to discover additional cross-references,
control flow transfers, and other relevant information.

The re-disassembly step is particularly valuable for resolving
blocks that were previously treated as single data blocks (i.e., fine-
grained unknown block) but actually contain mixed data and code
segments, as described in §3.1. Such mixed blocks have feature
vectors that are less informative because they combine both code
and data. By re-disassembling, we can identify the boundary be-
tween data and code blocks using the newly discovered control
flow transfers. These mixed blocks are then split into separate data
and code blocks by Ghidra in subsequent iterations, improving the
overall accuracy of block classification.

4 IMPLEMENTATION

We implement NSDA on Ghidra 11.3.2 [1] and LTNtorch 1.0.2 [9],
with a total implementation size of approximately 1600 lines of
code. LTNtorch [9] is a PyTorch-based implementation of Logic
Tensor Networks; we adopt it for better engineering support and
maintainability.
Pre-processing. The pre-processing stage is implemented using
pyghidra, which provides direct access to the Ghidra API from
a native CPython 3 environment via JPype [31]. While Ghidra
performs automatic analysis on the input binary, we do not directly
rely on its BasicBlock abstraction for two reasons:
(1) Ghidra’s BasicBlock does not strictly conform to the con-
ventional definition of a basic block. For example, blocks
ending in a call instruction are not terminated, as Ghidra

assumes control will return to the caller, causing the call and
fallthrough instructions to be merged.

(2) Ghidra does not provide a dedicated abstraction for contin-
uous data regions, which are required for our block-level
reasoning.

Instead, we build blocks using Ghidra’s CodeUnit abstraction,
which is the superclass of both Instruction and Data classes. Af-
ter Ghidra’s initial analysis, every address in the binary is classified
as either an Instruction or Data. We iterate over all CodeUnit
objects to construct continuous instruction and data regions. In-
struction regions are further split at control-flow transfer instruc-
tions (i.e., call, branch, and return), assuming these regions are
correctly identified as code by Ghidra.

Data CodeUnits are divided into two categories. Typed data cor-
responds to memory regions explicitly referenced by instructions,
while unknown data, typically marked by the “??” mnemonic, repre-
sents regions for which Ghidra cannot infer semantics. Contiguous
typed data units are grouped into data blocks, whereas consecutive
unknown data units are merged into unknown blocks.

For each unknown block, we perform a pseudo-disassembly us-
ing a linear sweep algorithm. Whenever a control-flow transfer
instruction is encountered, the block is split at that instruction,
with the instruction included in the preceding block. This process
yields smaller, fine-grained blocks suitable for feature extraction
and inference.

During block construction, we also record branch and call targets
to capture inter-block control-flow relationships. These relation-
ships are stored as edges in a graph and later used by the LTN
during training. In addition, block-level statistics are collected to
generate grounding values for property predicates (P1-P8) and to
construct feature vectors.

Training. In our implementation, the hyperparameter p for the
PME aggregator is set to 4. The neural predicate CodeBlock is im-
plemented as a multilayer perceptron (MLP) [36] with two hidden
layers of sizes 32 and 64. We use the Adam optimizer [21] with a
learning rate of 0.001. Training runs for 900 epochs, during which
the LTN objective maximizes global rule satisfiability (SAT).

Post-processing and Iteration. After training, the CodeBlock
predicate is applied to classify each block. Blocks with predicted
values greater than 0.5 are labeled as code, while the remainder are
treated as data. When a block newly classified as code was previ-
ously considered data, we invoke Ghidra to disassemble starting
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from the block’s base address. Ghidra performs recursive disassem-
bly to discover additional instructions, control-flow transfers, and
cross-references, which are incorporated into the analysis.

This process is repeated iteratively: newly discovered code blocks
are added, features and relationships are regenerated, and the model
is retrained. Iteration continues until no additional code blocks
are identified. To ensure termination, we cap the procedure at a
maximum of five iterations.

5 EVALUATION

In this section, we evaluate the effectiveness and efficiency of NSDA
across diverse binary types.

For standard binaries, our dataset predominantly includes core-
utils programs across two architectures, ARM32 and MIPS, com-
piled by both GCC [15] and LLVM [23]. For these configurations,
accurate ground truth can be extracted during the compilation
process. To extend the general applicability of NSDA, we also in-
clude a representative application, OpenSSL [44], from the x86-sok
dataset [32]. Because many cryptographic algorithms are written
in assembly code for efficiency, they often contain embedded data,
such as special instructions and constant tables, interspersed within
the code.

For 32-bit architectures such as ARM32, instruction set limita-
tions necessitate the frequent inlining of literal pools and jump
tables (e.g., switch-case tables) directly within the . text section,
which poses significant challenges for accurate disassembly (as il-
lustrated in Table 5.5). For MIPS, the prevalence of frequent indirect
calls poses additional challenges when encountering blocks that
lack an explicit control flow transfer. Given that these architectures
remain widely utilized in embedded systems, network equipment,
and industrial control systems, we believe it is of significant practi-
cal value to focus our research on these platforms.

For non-standard binaries, we utilize the datasets published by
Benkraouda et al. [7]. These datasets consist of three subsets of Pro-
grammable Logic Controller (PLC) binaries, which are ubiquitous
in industrial control systems. These ARM32-based binaries were
collected from various real-world repositories and compiled using
specialized PLC compilers.

We aim to answer the following research questions:

e RQ1: To what extent do state-of-the-art symbolic methods,
such as Ghidra, effectively disassemble both standard and
non-standard binaries?

e RQ2: What degree of accuracy improvement does NSDA
achieve over the Ghidra baseline, and how does its per-
formance compare to other symbolic and neural-based ap-
proaches?

e RQ3: What is the computational efficiency of NSDA?

o RQ4: How does the integration of a neural network facilitate
the logical reasoning process within the NSDA framework?

e RQ5: Which specific logical rules contribute most signifi-
cantly to the overall performance of NSDA?

e RQ6: Is NSDA scalable enough for processing large-scale bi-
naries?

In Research Question 1 (RQ1), we evaluate the efficacy of state-
of-the-art symbolic disassemblers when applied to both standard
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and non-standard binaries. Regarding standard binaries, we antici-
pate that in the absence of inlined data within code sections, tools
such as Ghidra and DDisasm can achieve near-ideal disassembly
accuracy. However, for standard binaries containing inlined data,
we aim to statistically quantify the level of accuracy these tools
can maintain. For non-standard binaries, we investigate whether
these tools can successfully parse the underlying structures and the
degree of disassembly accuracy they achieve. Although the authors
of Loadstar [7] claim that Ghidra performs poorly on non-standard
binaries, their work lacks a comprehensive experimental evaluation
and detailed statistical evidence to support this assertion.

RQ2 investigates the performance gains of NSDA relative to
Ghidra and evaluates its effectiveness against both symbolic and
neural-based methods, specifically DDisasm and Loadstar. This
comparison allows us to determine whether the integration of neu-
rosymbolic reasoning yields significant advantages over purely
symbolic or purely neural approaches.

RQ3 emphasizes efficiency. Neurosymbolic reasoning combines
symbolic rule evaluation with gradient-based learning, which may
raise concerns about computational cost. We thus examine whether
NSDA remains practical in terms of runtime performance.

ROQ4 investigates the utility of integrating neural networks into
the logical reasoning process. Since logical reasoning can be per-
formed using purely symbolic approaches (e.g., probabilistic logic),
we evaluate whether a purely symbolic implementation using the
same rule set can achieve comparable performance without the
neural component.

RQ5 aims to isolate the individual contributions of each logical
rule within NSDA. By evaluating the performance impact of vari-
ous rule configurations, we can identify the most critical rules for
handling non-standard binaries and provide insights into potential
optimizations for the rule set.

Finally, RQ6 evaluates the scalability of NSDA for disassembling
large-scale binaries. By investigating potential architectural limi-
tations and exploring necessary adaptations, we assess how NSDA
can be scaled to process large-scale binaries without sacrificing
accuracy.

5.1 Evaluation Setup and Datasets

Evaluation Setup. We evaluate NSDA on a server running Ubuntu
22.04.4 LTS, equipped with 12 Intel(R) Xeon(R) CPUs @ 2.30GHz
and an NVIDIA V100-SXM2 GPU with 16 GB of memory. The
software environment utilized CUDA 12.8 for the training.

Datasets. Our evaluation utilizes two distinct datasets: a collection
of standard binaries developed for this study and a set of non-
standard PLC binaries from Loadstar [7].

For the first dataset, we compiled coreutils [17] for ARM32 and
MIPS architectures using both gec [15] and LLVM [23]. We main-
tained both stripped and non-stripped versions of these binaries;
the stripped versions serve as the input for our disassembly evalua-
tion, while the non-stripped versions provide the ground truth for
memory layout and instruction boundaries.

Regarding ARM32, we observed that both gcc and LLVM insert
mapping symbols—$a, $d, and $t—into the symbol table to demar-
cate the start of ARM instructions, data, and Thumb instructions,
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Table 4: Precision (P), Recall (R), and F1 score of NSDA and baselines

Dataset Ghidra DDisasm Loadstar NSDA
P R F1 P R F1 P R F1 P R F1

Coreutils - ARM32 - gee 0.9996 0.9554 0.9768 | 0.9997 0.9842 0.9906 | 0.9993 0.8947 0.944 0.9948 0.9984 0.9966
Coreutils - MIPS - gcc 1 0.8599 0.9237 1 0.9921 0.996 - - - 0.999 0.979 0.9889
Coreutils - ARM32 - LLVM | 0.9905 0.9134 0.9499 | 0.9921 0.996 0.9937 1 0.8959  0.9449 | 0.9882 0.9998 0.994
Coreutils - MIPS - LLVM 1 0.7921 0.88 1 0.9934 0.9967 - - - 0.9984 0.9834 0.9908
OpenSSL - x64 0.9888 0.8878 0.9356 | 0.9738 0.2724  0.4257 - - - 0.9503 0.9972 0.9731
PLC - NS1 0.9936 0.9815 0.9875 - - - 0.9992 0.9971 0.9982 | 0.9911 0.9819 0.9865
PLC - NS2 0.9939 0.9812 0.9875 - - - 0.9996 0.9976 0.9986 | 0.9924 0.9815 0.9869
PLC - NS3 0.9865 0.5864 0.7355 - - - 0.9993 0.9382 0.9678 | 0.9332 0.9386 0.9357

respectively. These symbols facilitate the accurate recovery of the
original memory layout for code and data sections.

Regarding OpenSSL, we additionally included this application
from the x86-sok [32] dataset. This collection comprises six OpenSSL
binaries (version 1.1.01) compiled across six distinct optimization
levels (00-03, Ofast, and Os).

The Loadstar dataset is partitioned into three distinct subsets—
NS1, NS2, and NS3—each characterized by unique architectural
features and generation methodologies. These subsets encapsulate
a diverse range of PLC binaries derived from industrial control
systems and generated using multiple specialized toolchains. A
detailed description of the dataset characteristics and the collection
process is provided in Benkraouda et al. [7].

5.2 Accuracy

To address RQ1 and RQ2, we evaluate and compare the accuracy
of NSDA against Ghidra, DDisasm, and Loadstar.

We adopt precision, recall, and the F1 score (the harmonic mean
of precision and recall) for the Code class as our primary accuracy
metrics. Since our classification for each memory address is bi-
nary—categorized as either Code or Data—the performance metrics
for both classes are intrinsically linked. An increase in the classi-
fication accuracy for the Data class necessitates a corresponding
improvement in Code class performance. Consequently, to ensure
conciseness in our experimental reporting, we present only the
metrics for the Code class as the representative measure of per-
formance. Finally, to ensure a fair comparison across all baselines,
we employ the byte as our fundamental unit of measurement for
accuracy evaluation, with the exception of §5.5.

The results are presented in Table 4. Our evaluation reveals that
only Ghidra and NSDA support the complete range of datasets; in
contrast, DDisasm is constrained by its dependency on specific
binary formats and metadata requirements, often failing to pro-
cess binaries with unrecognized formats. Furthermore, while the
Loadstar framework necessitates re-training its embedding layer
and classification components to accommodate new Instruction Set
Architectures (ISAs), our neurosymbolic approach provides broader
out-of-the-box compatibility, requiring no additional architecture-
specific modifications to achieve high accuracy across diverse plat-
forms.

Our results indicate that DDisasm outperforms Ghidra across all
standard datasets except for OpenSSL; moreover, it lacks support for
non-standard PLC binary formats. Notably, Ghidra demonstrates

high performance on the NS1 and NS2 subsets of Loadstar despite
their non-standard nature. This effectiveness stems from the fact
that control-flow transitions within these two subsets are predom-
inantly explicit, enabling Ghidra to reconstruct the control-flow
graph (CFG) with high fidelity and generate accurate code-block
classifications. These findings contrast with the intuition provided
in the Loadstar paper [7] and demonstrate that Ghidra possesses
a degree of inherent robustness when disassembling binaries in
previously unseen formats.

In comparison to Ghidra, NSDA achieves competitive parity on
the NS1 and NS2 subsets while demonstrating a marked perfor-
mance improvement across the standard datasets (2%—12%) and the
Loadstar NS3 subset (27%). These results underscore the efficacy
of NSDA, particularly its capacity to significantly enhance disassem-
bly accuracy over the Ghidra baseline in more complex scenarios.
Furthermore, when compared to DDisasm, NSDA elevates Ghidra’s
initial output to a level of performance comparable to DDisasm’s
specialized results. Crucially, NSDA maintains the architectural ver-
satility required to process non-standard binaries—a vital capability
that DDisasm lacks due to its rigid metadata dependencies.

The Loadstar framework achieves near-optimal performance
on its native datasets (NS1, NS2, and NS3) due to several method-
ological factors. First, since the authors do not explicitly define the
boundaries between their training and testing partitions—stating
only that a 70%-30% split was utilized—the reported results likely
represent an optimistic upper bound rather than a robust measure
of generalized performance. Second, the extensive fine-tuning of
their classifier on these specific subsets introduces a high risk of
overfitting. This is particularly evident in the Coreutils ARM32
gcc and Coreutils ARM32 LLVM results; despite being initially
trained on this data, Loadstar’s F1 score dropped to 0.944 following
subsequent fine-tuning on the PLC subsets.

This performance degradation, the lowest among all evaluated
disassemblers for standard binaries, suggests that Loadstar’s special-
ized optimization for non-standard formats significantly compro-
mises its generalizability to standard binaries. Furthermore, adapt-
ing the Loadstar framework to a different ISA, such as MIPS, neces-
sitates the training of a new embedding layer and classifier. This
requirement imposes a significant operational burden, as it relies
on the availability of extensive labeled training data for the target
architecture. In contrast, NSDA maintains architectural agnosticism,
providing immediate support for diverse ISAs without the need for
architecture-specific re-training or additional dataset curation.
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Figure 1: Code F1 score change over iterations on 10 samples
from NS_3.

To more clearly demonstrate the performance gains provided
by NSDA over Ghidra, we randomly selected 10 samples from the
NS3 subset and tracked their F1 scores over successive iterations,
as illustrated in Figure 1. For this experiment, we extended the re-
finement process to 10 iterations to better observe the convergence
behavior.

The results indicate that most samples exhibit a steady increase
in F1 score during the first five iterations, followed by a period of
minor oscillation. Crucially, all samples converge at a significantly
higher F1 score compared to the initial baseline provided by Ghidra.

These 10 representative samples confirm that the integration of
neural learning and symbolic logic reasoning within NSDA facili-
tates a notable improvement in disassembly accuracy, consistently
refining the preliminary outputs generated by Ghidra.

5.3 Efficiency

To address RQ3, we evaluate the execution time of NSDA across
its three constituent phases: pre-processing, training, and post-
processing. The pre-processing and post-processing stages are man-
aged by the Ghidra framework and are consequently governed by
its internal implementation and efficiency. These phases are primar-
ily CPU-bound but benefit from partial parallelization, as Ghidra
distributes its analysis tasks across multiple available cores. The
training phase encompasses the initialization of the LTN, followed
by forward propagation for satisfiability (SAT) and loss calcula-
tion, and finally backward propagation for gradient descent. This
stage is computationally flexible, supporting execution on both
CPU and GPU architectures, with the latter providing a significant
performance advantage for tensor operations.

We present the efficiency evaluation in Figure 2, which illus-
trates the execution time across all datasets. To maintain readability
given the large volume of binaries, we group binaries of similar
sizes and report the average execution time for each group. The
binaries are sorted by size along the x-axis, with the y-axis denot-
ing execution time in seconds. Each bar is partitioned into three
segments: the blue portion represents pre-processing, the green
represents Ghidra-based post-processing performed on the CPU,
and the orange portion signifies the neural network training time.
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Additionally, Table 5 details the minimum and maximum training
durations for each dataset.

Table 5: Min and Max Training Time Across Datasets

Dataset / Subset Train Time Min / Max (s)

Coreutils - ARM32 - gcc 19.06 / 50.74
Coreutils — MIPS - gcc 28.24/49.85
Coreutils - ARM32 - LLVM 18.39 / 45.75
Coreutils - MIPS - LLVM 26.53/50.95
OpenSSL - x64 87.22/106.03
Loadstar 7.06 / 47.64

As shown in Figure 2, the average training time does not ex-
hibit a strictly linear increase relative to binary size. This stability
is attributed to two primary factors: (1) the training duration is
fundamentally a function of the number of blocks—representing
the complexity of the logical reasoning task—rather than the raw
file size or total instruction count; and (2) the training process is
offloaded to the GPU, which leverages parallel processing to handle
varying block counts with high efficiency. Furthermore, according
to Table 5 the training phase for a single binary typically concludes
within 7-50 seconds. This remains well within an acceptable thresh-
old for practical use, ensuring that the enhanced accuracy of our
neurosymbolic approach does not come at the cost of prohibitive
computational overhead.

5.4 Ablation Study

To address RQ4 and RQ5, we conduct two ablation studies. In the
first study, we remove the neural network component of NSDA, leav-
ing only the fuzzy logic framework for reasoning. This experiment
aims to demonstrate the necessity of a neurosymbolic approach
compared to a purely symbolic method for logic reasoning. In the
second study, we systematically remove logical rules R1-R8 one
by one to evaluate their individual impact and identify which rules
contribute most significantly to the overall performance improve-
ment.

Impact of the Neural Component. In this experiment, we re-
move the Multi-Layer Perceptron (MLP) and the block-level feature
vectors, leaving only the logical rules (R1-R8). We utilize the fuzzy
logic framework of LTN to assign a probability score to each block,
indicating its likelihood of being code, and apply the same iterative
disassembly strategy with Ghidra. We refer to this purely symbolic
variant as FuzzyNSDA (Fuzzy-logic NSDA).

The results are presented in Table 6. We observe that while NSDA
performs comparably to FuzzyNSDA on the NS1 and NS2 subsets,
it significantly outperforms the symbolic baseline across all other
datasets with a marked improvement in F1 score. This illustrates
that the neural network is a critical component of the reasoning
process, providing a substantial accuracy boost in the majority of
disassembly scenarios.

We also observe that FuzzyNSDA performs similarly to Ghidra.
This aligns with our intuition that Ghidra has already integrated
similar fundamental heuristics into its disassembly logic. Conse-
quently, applying a purely probabilistic reasoning approach using
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Figure 2: Time cost of NSDA, with data points grouped by file size and averaged within each group.
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Figure 3: Effect on F1 score over iterations of removing spe-
cific rule(s).

only these basic rules does not yield a significant performance gain.
This further justifies the integration of neural components in NSDA
to capture more complex patterns that transcend simple symbolic
rules.

Table 6: F1 score comparison between NSDA and FuzzyNSDA

Dataset NSDA | FuzzyNSDA
Coreutils - ARM32 — gcc 0.9966 0.9768
Coreutils - MIPS - gcc 0.9889 0.9237
Coreutils - ARM32 - LLVM | 0.9940 0.9499
Coreutils - MIPS - LLVM 0.9908 0.8799
OpenSSL - x64 0.9731 0.9356
PLC - NS1 0.9865 0.9875
PLC - NS2 0.9869 0.9875
PLC - NS3 0.9357 0.7355

Impact of Individual Logical Rules. We investigate the individ-
ual contributions of each rule to the overall performance of NSDA.
Initial experiments indicate that removing any single rule results
in negligible variation (less than 5%) in the final metrics. To better
visualize these nuances, we randomly selected 10 binaries from the
NS3 subset and tracked their iterative F1 scores under different rule
configurations. The averaged results are presented in Figure 3.

In Figure 3, the data point at iteration 0 represents the Ghidra
baseline, while the black line denotes the performance of NSDA

under its optimal configuration. The colored curves illustrate the
performance trajectories when specific rule sets are removed. We
observe that most configurations yield lower F1 scores than the
complete NSDA framework. Specifically, the removal of R3 and R4
(conditional branch-related rules) results in a significant drop in
code accuracy, underscoring their critical role in identifying valid
instruction sequences. Furthermore, control-flow-related rules (R8)
contribute significantly to discovering latent code sections, as their
removal reduces accuracy for code recognition.

Interestingly, removing R1 and R2 (rules derived from Ghidra’s
initial labels) actually improves both the convergence speed and
final performance on the NS3 subset. This indicates that Ghidra’s
initial mislabeling of certain NS3 binaries can occasionally mislead
NSDA’s reasoning loop. However, guided by the remaining structural
and semantic rules, NSDA eventually overcomes these erroneous
starting labels to achieve superior results. In contrast, for standard
binaries, NS1 and NS2 subsets, R1 and R2 provide a robust initializa-
tion, and their absence results in a significantly slower convergence
rate.

5.5 Large Scale Binary

To address RQ6, we evaluate the effectiveness of NSDA in han-
dling large-scale binaries, complementing our efficiency analysis
on small-scale binaries. For this experiment, we selected Chromium
(an x64 PE binary, 179 MB) from the dataset provided by Springer
et al. [42] as a representative case study.

We observed that Ghidra requires approximately seven hours to
complete its initial analysis of Chromium, and its pseudo-disassembly
module becomes significantly inefficient when processing binaries
of this magnitude. To address this limitation, we introduce Seg-
mented NSDA for the analysis of large-scale binaries.

In the Segmented NSDA approach, the system executes Ghidra’s
full-binary auto-analysis only once. Subsequently, during the pre-
processing stage, it bypasses full-binary analysis and exclusively
extracts blocks from smaller segments of a fixed length (e.g., 1 MB).
This strategy substantially reduces the computational load on the
pseudo-disassembler and accelerates both pre-processing and post-
processing.

Following this, the complete pipeline—comprising iterative pre-
processing, training, and post-processing—is applied to each seg-
ment of the binary sequentially until all segments are processed.
Segmented NSDA reduces the analysis overhead of large binaries by
partitioning them into smaller, manageable units. The efficiency
of pre-processing and post-processing for large-scale binaries is
significantly enhanced, provided that the block information within
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each segment remains sufficiently rich to facilitate neural network
training.

Specifically, in this experiment, we partitioned the Chromium
binary into 1 MB segments and performed Segmented NSDA on all
individual segments sequentially.

The F1 score results are presented in Table 7, and the correspond-
ing time breakdown is detailed in Table 8. To align with the ground
truth provided by Springer et al. [42], we utilized functions as the
evaluation unit rather than bytes in this experiment. We exclu-
sively included Ghidra [1] as the baseline here, as DDisasm [14]
encountered out-of-memory errors on our 128 GB machine when
processing the Chromium binary. The execution time per segment
is reported as the average across all segments.

The results indicate that while Ghidra successfully disassembles
the majority of the functions, Segmented NSDA still yields measur-
able improvements in the overall F1 score. Furthermore, the time
overhead incurred during training is limited compared to the ini-
tial processing time required by Ghidra. The entire pipeline for
Chromium takes approximately 39 hours to complete, which is an
acceptable timeframe for a binary of this scale.

Table 7: Accuracy Result of Segmented NSDA and baselines on
Chromium

Method Precision  Recall F1 Score
Ghidra 0.969233 0.996423 0.982640
Segmented NSDA 0.969184 0.999296 0.984010

Table 8: Processing Time Breakdown of Segmented NSDA for
Chromium

Pipeline Stage Time (s) Execution Scope
Auto-analysis 25,900 Once per binary

Pre-processing 534 Per 1 MB segment
Training 12 Per 1 MB segment
Post-processing 46 Per 1 MB segment

5.6 Case Study

We present a case study to demonstrate how NSDA improves upon
Ghidra’s results, utilizing the base64 program from coreutils com-
piled with gcc for ARM32.

In base64, invoking the “~version” flag prompts the program
to output version, license, and author information to the standard
output. This process is executed by calling the library function
version_etc_arn() located in ‘gnulib/lib/version-etc.c’. As this is
a common function shared across the coreutils suite, it contains
a switch-case statement designed to display author information
in different formats based on the number of authors for the corre-
sponding program.

In ARM32, this switch-case table is embedded within the text
section and utilizes an ‘1drls pc, [pc, 16, Isl #2]” instruction to jump
to the corresponding case branch. As illustrated in Listing 1, the
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jump instruction is located at 0x15c74, with the jump table spanning
from 0x15c7c to 0x15ca0 to accommodate the 10 entries defined
in the source code. However, Listing 1 reveals that Ghidra fails
to identify three entries (0x15c80, 0x15¢84, and 0x15c88), labeling
them as DAT_* instead of code addresses (LAB_*). Consequently,
the switch-case table is not successfully recovered.

An in-depth analysis reveals that Ghidra fails to disassemble the
blocks at 0x15d68, 0x15d85, and 0x15da8, treating them as data (as
shown in the lower part of Listing 1) and consequently missing
these entries in the switch-case table. This issue typically occurs
in Ghidra when control flow cannot be recovered due to indirect
jumps (such as the ‘ldrls pc’ instruction in this instance), and there
is no definitive evidence identifying the block as code. Adopting
a conservative strategy, Ghidra refrains from disassembling such
uncertain blocks, which subsequently results in an unrecovered
jump table.

.text:00015c74 1drls pc,[pc,r6,1sl #0x2]
=> PTR_LAB_00015c7c
.text:00015c78 b LAB_00015ec4
PTR_LAB_00015c7c:
.text:00015c7c addr
.text:00015c80 addr
.text:00015c84 addr
.text:00015c88 addr
.text:00015c8c addr
.text:00015c90 addr
.text:00015c94 addr
.text:00015c98 addr
.text:00015c9c addr
.text:00015ca@ addr

LAB_00015cf@
DAT_00015d68
DAT_00015d84
DAT_00015da8
LAB_00015dd4
LAB_00015e04
LAB_00015e3c
LAB_00015e7¢c
LAB_00015ca4
LAB_00015d10

LAB_00015ca4: ;XREF[1,0]: 00015c9c
.text:00015ca4 add r2,r5,#0x14
.text:00015ca8 ldmia r2,{r2,r3}

DAT_00015d68: ;XREF[1,0]: 00015c80

.text:00015d68 ?7? 01h
.text:00015d69 ?7? 10h
DAT_00015d84: ;XREF[1,0]: 00015c84
.text:00015d84 ?7? 01h
.text:00015d85 ?7? 10h
DAT_00015da8: ;XREF[1,0]: 00015c88
.text:00015da8 ?? 04h
.text:00015da9 ?? ooh

Listing 1: Disassemble result of base64 by Ghidra

NSDA mitigates this gap; during training, the MLP model learns
to identify code blocks by evaluating feature vectors against estab-
lished patterns. The model trained by NSDA correctly determines
that the blocks at 0x15d68, 0x15d85, and 0x15da8 should be clas-
sified as code. This insight is then fed back to Ghidra, enabling
a superior disassembly result, as demonstrated in Listing 2. The
corresponding switch-case blocks are disassembled successfully so
that the switch-case is recovered successfully. This result is even
slightly better than the one produced by Ghidra with non-stripped
base64 binary, which contains the debug symbols.

.text:00015c74 1ldrls pc,[pc,r6,1sl #0x2]
=> switchD_00015c74
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default:
.text:00015c78 b LAB_00015ec4
switchdataD_00015c7c:

.text:00015c7c addr switchD_00015c74::caseD_0
.text:00015c80 addr switchD_00015c74::caseD_1
.text:00015c84 addr switchD_00015c74::caseD_2
.text:00015c88 addr switchD_00015c74::caseD_3
.text:00015c8¢c addr switchD_00015c74::caseD_4
.text:00015c90 addr switchD_00015c74::caseD_5
.text:00015c94 addr switchD_00015c74::caseD_6
.text:00015c98 addr switchD_00015c74::caseD_7
.text:00015c9c addr switchD_00015c74::caseD_8
.text:00015ca@ addr switchD_00015c74::caseD_9

caseD_8: ;XREF[2,0]: 00015c74,00015c9c
.text:00015ca4 add r2,r5,#0x14
.text:00015ca8 ldmia r2,{r2,r3}

caseD_1: ;XREF[2,0]:
.text:00015d68 mov
.text:00015d6c mov

00015c74,00015c80
ri,#0x1
ro,r4

caseD_2: ;XREF[2,0]:
.text:00015d84 mov
.text:00015d88 mov

00015c74,00015c84
ri,#ox1
ro,r4

caseD_3: ;XREF[2,0]:
.text:00015da8 mov
.text:00015dac mov

00015c74,00015c88
ro,r4
ri,#ox1

Listing 2: Disassemble result of base64 by NSDA

6 DISCUSSION

Performance Degradation in Loadstar NS1 and NS2 Com-
pared to Ghidra. We observe that in NS1 and NS2, Ghidra already
achieves strong performance (F1 of 0.9875). This indicates that
Ghidra has already discovered the vast majority of code through
control flow analysis. The amount of undiscovered code is rela-
tively small, and under such conditions, our current simple rules
may struggle to identify these remaining code blocks. Since most
code that can be discovered by our rules has already been found by
Ghidra, any further exploration by the model based on these rules
is likely to result in incorrect predictions.

In such cases, more targeted rules may be necessary to detect
the missed code blocks. Because the model’s additional exploration
tends to be erroneous, the final results oscillate slightly below those
of the symbolic methods. However, as shown in Table 4, the differ-
ence is minimal (within 0.001), and thus entirely acceptable.

Pre-trained Model for Better Classification. In the current im-
plementation, each training iteration instantiates a new multilayer
perceptron (MLP) [36] to classify the feature vector of each block.
There are two potential directions for improvement. First, instead
of training a completely new model in every iteration, we could
pre-train a model on standard binaries for the code/data block classi-
fication task, and then fine-tune it within our LTN training process.
This would likely yield more stable and accurate results compared
to the current approach.

Second, more sophisticated techniques could be employed to
generate code block embeddings. For instance, Loadstar [7] uti-
lizes a simplified version of the PalmTree [26] model to produce
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instruction-level embeddings. However, such architecture-dependent
embedding layers compromise our architecture-agnostic design by

requiring retraining for every new ISA. To preserve our frame-

work’s versatility, we adopt a lightweight embedding strategy in-

spired by Gemini, tailored specifically for our task. This approach

ensures that NSDA remains computationally efficient while captur-

ing essential block-level semantics without relying on architecture-

specific features.

Limitation and Future Work. A key limitation of the current
work is the lack of explicit support for the ARM Thumb instruction
set. Although Ghidra theoretically supports mixed ARM/Thumb
disassembly, our experimental results on the mixed-mode dataset
were suboptimal. Notably, while the Loadstar dataset is ostensi-
bly ARM-only, enabling mixed-mode disassembly in Ghidra causes
significant portions of the code to be interpreted as Thumb instruc-
tions. This behavior typically indicates the presence of explicit
mode-switching mechanisms, such as branch-and-exchange (BX)
or branch-with-link-and-exchange (BLX) instructions, or indirect
modifications to the CPSR T-bit via load instructions targeting the
program counter.

This inconsistency suggests two possibilities: (1) Ghidra’s mixed-
mode heuristics may be prone to false positives, incorrectly decod-
ing ARM regions as Thumb; or (2) the Loadstar dataset contains
latent Thumb-mode segments that challenge its "ARM-only" as-
sumption. Due to the lack of ground-truth Thumb labels in the
original dataset, we restricted our scope to ARM-only disassembly,
leaving comprehensive Thumb-mode support for future work.

A promising path forward involves extending NSDA to support a
tri-state classification: ARMCode, ThumbCode, and DataBlock. In
this configuration, each block b would be governed by a mutual
exclusivity constraint:

ARMCode(b) + ThumbCode(b) + DataBlock(b) = 1

Furthermore, we intend to introduce predicates to capture cross-
mode control transfers facilitated by BX/BLX instructions, alongside
specialized logical rules to model the propagation of the TMode
state across the control-flow graph.

Applying Neurosymbolic AI to Other Security Tasks. During
our study of LTNs, we also considered their potential applications
to broader security domains. Two directions emerged from our
exploration: malware detection and malware classification.

For malware detection, both symbolic and neural approaches
have been studied extensively [4, 16]. Symbolic methods [22, 29, 38]
based on handcrafted rules are typically simple and efficient but of-
ten lack robustness. In contrast, neural network approaches [10, 35]
are generally more robust but can be easily circumvented by adver-
sarial attacks. We envision that neurosymbolic Al could provide a
middle ground, where logical constraints are enforced during on-
line training to regularize the model and make evasion by attackers
significantly more difficult.

For malware classification, the idea builds upon detection by fur-
ther distinguishing between malware families. Logical constraints
could be introduced to guide clustering and classification, thereby
enabling multi-class categorization of malware samples.
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7 CONCLUSION

In this paper, we propose a neurosymbolic Al-based disassembly
framework and implement a prototype, NSDA, which integrates
symbolic logic reasoning with neural learning to solve complex
disassembly tasks. We also present a dataset based on coreutils,
specifically designed to evaluate disassembly across diverse archi-
tectures and compilers. Our evaluation demonstrates that among all
evaluated disassemblers, NSDA and Ghidra provide the strongest sup-
port for a wide range of ISAs. NSDA outperforms Ghidra, achieving
up to a 27% improvement in accuracy with minimal computational
overhead. Furthermore, NSDA maintains competitive performance
against specialized symbolic or neural disassemblers while offering
superior architectural flexibility. These results indicate that NSDA is
robust, effective, and practical for disassembling various binary for-
mats. More broadly, our work showcases the significant potential
of neurosymbolic Al to address fundamental challenges related to
logic reasoning within the cybersecurity domain.
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B OPENSSL EXPERIMENT

Pang et al. [32] note that obtaining the disassembly ground truth for
the OpenSSL [44] project is challenging due to complex constructs,
such as hand-written assembly code and data-in-code. We observe
that Ghidra often misses these functions when function definition
symbols are absent or when data-in-code causes decoding failures.

Using the OpenSSL binary (version 1.1.01) from the x86-sok
dataset [32] as our target, we examine a failure case involving
hand-written assembly to illustrate Ghidra’s limitations and evalu-
ate whether NSDA can improve results in such scenarios. Our target
function is ‘padlock_sha256_blocks()’, which exemplifies how miss-
ing function definition symbols can cause Ghidra to ignore an entire
function in its disassembly results. As shown in Listing 3, this func-
tion is implemented in ‘/engines/asm/e_padlock-x86_64.pl’ using
x86_64 assembly code.

.globl padlock_sha256_blocks
.type padlock_sha256_blocks,@function,3
.align 16

padlock_sha256_blocks:
mov %rdx,%rcx
mov %rdi,%rdx
movups (%rdi) ,%xmmo@
sub $128+8,%rsp

# put aside %rdi
# copy-in context

movups 16(%rdi) ,%xmml
movaps  %xmm@, (%rsp)
mov %rsp,%rdi

movaps %xmml ,16(%rsp)

mov $-1,%rax

.byte Oxf3,0x0f ,0xa6,0xd0 # rep xsha256
movaps (%rsp),%xmm@
movaps 16(%rsp),%xmml

add $128+8,%rsp

movups  %xmm@ , (%rdx) # copy-out context
movups  %xmml ,16(%%rdx)
ret

.size padlock_sha256_blocks,.-padlock_sha256_blocks

Listing 3: OpenSSL Padlock SHA256 Assembly Snippet

A four-byte array is embedded within the code, followed by
the comment “rep xsha256”. Ghidra successfully disassembles this
function in the non-stripped OpenSSL binary, where it is explicitly
defined via the ‘@function’ directive. However, because these sym-
bols are removed in the stripped binary, Ghidra fails to recognize
this code section (as shown at 0x649470 in Figure 4a). In contrast,
NSDA successfully recovers this function, as illustrated in Figure 4b.

Table 9: Processing Time Breakdown for OpenSSL (seconds)

Metric Time (seconds)
Pre-processing 568.246
Training 97.797
Redisassembly 713.773
Total 1379.816

Inspired by this case study, we evaluate whether NSDA can im-
prove disassembly results generally for OpenSSL binaries in such
scenarios. We utilize the six OpenSSL binaries from the x86-sok [32]
dataset, compiled across six optimization levels (O0-03, Os, and
Ofast), to test the effectiveness of NSDA when processing complex
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#E Listing: openss|_00_ghidra - (15 addresses sel

0064946d 10 ?? 1oh
0064946e 3 L d F3h
0064946 3 77 C3h
00643470 48 e 48h H
006489471 89 ?? 8%h
00649472 d1 e D1h
00649473 48 £ 48h H
00648474 89 ?? 8sh
00649475 fa 23 FAh
00649476 Of 77 OFh
00649477 10 Hy 10h
006489478 07 ?? 07h
00643473 48 = agh H
006439473 81 ?? 8lh
0064947b ec 77 ECh
0064947¢ 88 £ 88h
0064947d 00 77 @ch

. 0064947 00 L 0h
0064947F 00 ?? ooh
00643480 Of ™ OFh
006489481 10 ?? 10h
00649482 4F 77 aFh o
00649483 10 = 10h
00649484 of 77 OFh
006439485 29 =» 26h )
00649486 04 77 04h
00643487 24 "» 24h $
00649488 48 ?? 4sh H
00649489 89 ?? 8sh
00649482 7 =» E7h
0064948b Of ?? OFh
00643948c 29 = 26h )

(a) By Ghidra.

i Listing: openss|_00 - (68 addresses selected)

2410
00649460 48 81 c4 40D RSP, 0x88

88 00 00 00
00649467 Of 11 02 HOVUPS xnmvord ptr [RDX],¥HHO
00649463 O 11 43 10 MOVUPS xnmword ptr [RDX + 0x10], XHIL

00649468 3 c3 RET
NsD4 Redisassembled Code Block (confidence: 0.69)
00649470 48 89 d1 oV X
00649473 48 89 fa MoV RDX, RDT
00649476 0f 10 07 MOVUPS X1HO, xmaword ptr [RDI]
00649479 48 81 ec SUB RSP, 0x88
88 00 00 00
00649480 Of 10 4f 16 MOVUPS XML, xmoword ptr [RDI + 0x10]
00649484 Of 29 04 24 MOVAPS xnmword ptr [RSF], 0
00649488 48 89 e7 MoV RDL, RSP
0064948h O 29 4c MOVAPS xnmword ptr (RSP + 0x10], XL
24 10
00649490 48 ¢7 cO MoV RAX, -0X1
A Ff £ f
00649497 3 Of a6 d0  XSHAZS6....
0064945h Of 28 04 24 MOVAPS
0064949f Of 28 4c MOVAPS
2410
00649424 48 81 c4 ADD RSP, 0x88
88 00 00 00
006494ab Of 11 02 MOVUPS
006494ae Of 11 42 10 MOVUPS

XMHO, xmaword ptr [RSP]
1L, xmnword ptr [RSP + 0x10]

xnmword ptr [RDX],#HHO
xnmword ptr [RDX + Bx10], XHIL

b 006494b2 3 c3 RET
006494b4 66 b id 66h 1
006494b5 90 7? 90h
006494b6 66 s 66h f
006494b7 2e ?? 2Eh
006494b8 OF 7? OFh
(b) By NSDA.

Figure 4: Padlock SHA256 Disassembly Result.

x86_64 binaries. For completeness, we include all baseline methods
from our primary evaluation in this experiment.

The accuracy results are summarized in Table 10. We find that
NSDA outperforms all baselines in terms of F1 score and recall. Con-
sistent with our case study, Ghidra fails to identify certain code
sections, leading to lower recall. Notably, Datalog Disassembly
(DDisasm) [14] performs poorly in this evaluation, suggesting that
DDisasm may face challenges when handling large and complex
binaries.

Efficiency is also a key consideration in our evaluation. Since the
sizes of these six binaries are comparable, we report the average pre-
processing, training, and re-disassembly times in Table 9. Notably,
training time scales significantly more slowly than pre-processing
and re-disassembly. For context, the ‘base64° binary (compiled by
LLVM for MIPS) is approximately 81 KB and requires 25s for pre-
processing, 26s for training, and 15s for re-disassembly. In contrast,
the OpenSSL binary used here is approximately 4 MB. While pre-
processing and re-disassembly times scale nearly linearly with file
size, the training time only increases fourfold despite a nearly 50-
fold increase in file size. This indicates that the overhead associated
with LTN framework is quite small.
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Table 10: Precision (P), Recall (R), and F1 score of NSDA and baselines

Ghidra DDisasm FuzzyNSDA NSDA

P R F1 P R F1 P R F1 P R F1

openssl_O0 | 0.9935 0.8956 0.9420 | 0.9926 0.2687 0.4229 | 0.9935 0.8956 0.9420 | 0.9699 0.9983 0.9839
openssl_O1 | 0.9914 0.8921 0.9391 | 0.9904 0.2735 0.4286 | 0.9914 0.8921 0.9391 | 0.9566 0.9970 0.9764
openssl_O2 | 0.9856 0.8844 0.9322 | 0.9542 0.2726 0.4241 | 0.9856 0.8844 0.9322 | 0.9378 0.9970 0.9664
openssl_O3 | 0.9864 0.8879 0.9345 | 0.9586 0.2725 0.4244 | 0.9864 0.8879 0.9345 | 0.9427 0.9972 0.9692
openssl_Of | 0.9864 0.8880 0.9346 | 0.9586 0.2725 0.4244 | 0.9864 0.8880 0.9346 | 0.9427 0.9972 0.9692
openssl Os | 0.9895 0.8787 0.9308 | 0.9887 0.2744 0.4296 | 0.9895 0.8787 0.9308 | 0.9519 0.9963 0.9736
Average 0.9888 0.8878 0.9356 | 0.9738 0.2724 0.4257 | 0.9888 0.8878 0.9356 | 0.9503 0.9972 0.9731

Dataset

This experiment demonstrates that NSDA can effectively pro-
cess large, complex x86_64 binaries, maintaining its efficacy even
in the presence of hand-written assembly and embedded data.
Furthermore, these results support our earlier claim that NSDA is
architecture-agnostic, supporting various architectures without
requiring modifications to its underlying implementation.
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C CHROMIUM EXPERIMENT

We evaluated NSDA on Chromium [20] using the dataset provided
by Springer et al. [42]. This dataset focuses on function entry point
recovery, assessing disassembler capabilities at the function level.
The Chromium binary is in PE format, compiled by LLVM, and
published by Google (version 109.0.5415.0).

We observed that Ghidra requires approximately nine hours to
complete its initial analysis of the binary. Maintaining the original
pipeline would incur a prohibitive time overhead prior to training,
as this analysis is performed during the pre-processing stage of
each iteration. Furthermore, Ghidra’s pseudo-analysis module per-
forms inefficiently when processing large binaries in a single pass.
Consequently, we adjusted our pipeline to accommodate this large
binary.

Throughout the process, Ghidra executes its auto-analysis only
once. Subsequently, rather than invoking full auto-analysis at each
iteration, we restrict Ghidra to analyze only the modified sections.
Although this constrains the scope of Ghidra’s analysis, it substan-
tially reduces the processing time for large binaries.

To address the inefficiency of Ghidra’s pseudo-disassembly mod-
ule, we divide the entire binary into 1 MB segments. We then se-
quentially perform pre-processing, training, and re-disassembly on
each individual segment until all segments are processed.

We also evaluated function entry point recovery in this exper-
iment to align with the dataset’s configuration. The results are
presented in Table 7, and the corresponding time breakdown is de-
tailed in Table 8. We employed only Ghidra [1] as the baseline in this
experiment, as DDisasm [14] encountered out-of-memory errors
on our 128 GB machine, and FuzzyNSDA'’s performance is closely
comparable to that of NSDA. Therefore, to optimize evaluation time,
we exclusively retained Ghidra.

As anticipated, because Ghidra already captures the majority of
functions within the binary, the improvement yielded by NSDA is
relatively limited. Specifically, out of a total of 542,902 functions,
NSDA identified 82 more functions than Ghidra, comprising 50 true
positives and 32 false positives. However, this does not imply that
all false positives are merely data blocks. Because the ground truth
exclusively labels function entry points, some of these false posi-
tives are actually valid code instructions that simply do not serve
as entry points. Consequently, they are strictly classified as false
positives within our evaluation metrics. Therefore, these reported
results represent a lower bound for the overall performance of NSDA.

The training efficiency of NSDA is also highly favorable, requiring
only 12 seconds to train a 1 MB segment. Given that the total size of
the binary is 179 MB, the overall training time for the entire binary
is estimated at approximately 2,200 seconds, which constitutes
a minimal overhead relative to the processing time required by
Ghidra.

Due to the lack of non-stripped binaries in the datasets, we
are unable to identify all hand-written assembly code within the
binary. Consequently, we focus on the BoringSSL [19] library within
Chromium [20], which is a fork of OpenSSL [44]. Based on our prior
experience with OpenSSL, we anticipated the presence of hand-
written assembly code in this library.
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Specifically, we examine the code located in ‘src/third_party/boringssl/win-

x86_64/crypto’. We manually searched for these functions by iden-
tifying distinctive algorithmic patterns in memory. There are 17
source files written in assembly code, 15 of which were successfully
disassembled by Ghidra, while two (aes128gcmsiv-x86_64.asm
and chacha20_poly1305_x86_64.asm) could not be found in the
memory search results. Therefore, we believe these identified hand-
written assembly code snippets are handled by Ghidra.

In certain cryptographic algorithms, embedded data—such as the
K-table in SHA-256 [30]—is located between functions. Ghidra han-
dles these tables effectively. Following the analysis by NSDA, such
embedded data is correctly maintained as data. This demonstrates
NSDA’s capability to accurately distinguish between code and data,
even within hand-written assembly code.
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