CS260 — Advanced Systems Security

Hardening
April 21, 2025




Current Memory Defenses
2094

_________ Randomness
ASLR---"7" ,
1 /
[ | I
Where to jump to? /

shellcode oYelefellgle ret
computation + contre¢l
\ ) \ L
| YT
DEP/NX Canary

\

Eliminating “Mixing of data and code”



Current Memory Defenses
.24

_______ —{ Randomness
ASLR---"""" ,
: \ \ Bypassable !
Where to jump to? /

I
I
I

1

shellcode padding ret
I
computation + contr;'ol
\ ) \ L)
| YT
DEP/NX Canary
\

\

Eliminating “Mixing of data and code”



Thwarts Finding Shellcode




Motivation: Return-to-libc Attack

Bypassing DEP!

argv

argc

return addr

Overwrite return address with caller’s ebp

. . <— %ebp
address of libc function ’

-1 setup fake return address and
argument(s)

I”

o ret will “call” libc function

No injected code!

<— %esp



Motivation: Return-to-libc Attack

ptr to
“/bin/sh”

. . &system
Overwrite return address with

address of libc function

caller’s ebp

-1 setup fake return address and
argument(s)

I”

o ret will “call” libc function

No injected code!




Motivation: Return-to-libc Attack

ptr to
ret transfers control to system, “ /bin /sh”
which finds arguments on stack
&system
Overwrite return address with caller’s ebp

<— %ebp
address of libc function

-1 setup fake return address and
argument(s)

Il(

o ret will “call” libc function

No injected code!
<— %esp












ROP Programming

Bad code versus bad behavior




ROP Programming

T ———

attacker control of stack

!

arbitrary attacker computation and behavior
via return-into-libc techniques

(given any sufficiently large codebase to draw on)



ROP Programming: Key Steps
| 13

1. Disassemble code
>, ldentify useful code sequences as gadgets

5. Assemble gadgets into desired shellcode



Gadgets

Mem[v2] = vl v,

Desired Logi Sk

7 T _le—esp
Stack

a;: pop eax;

eax a,: ret
ebx a;: pop ebx;
: a,: ret
ei
P a az: mov [ebx], eax




Gadgets
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Mem[v2] = vl v,

Desired Logi Sk
esp
Stack

a;: pop eax;

eax v, a,: ret
ebx a;: pop ebx;
: a,: ret
ei
P a az: mov [ebx], eax




Gadgets

Qs
Mem[v2] = vl v,
Desired Logic Sk
esp
Vi
Stack
a,;: pop eax;
eax V; a,: ret
ebx a;: pop ebx;
: a,: ret
1P a az: mov [ebx], eax




Gadgets

Qs
Mem[v2] = vl v,
. . < esp
Desired Logic Sk
Vi
Stack
a,;: pop eax;
eax 2 a,:. ret
ebx a;: pop ebx;
: a,: ret
1P % az: mov [ebx], eax




Gadgets

Qs
Mem[v2] = vl v,
_ _ esp
Desired Logic Sk
Vi
Stack
a;: pop eax;
eax V; a,: ret
ebx as: pop ebx;
: a,: ret
1P % az: mov [ebx], eax




Gadgets

Qs
€
Mem[v2] = vl v, =P
Desired Logic Sk
Vi
Stack
a;: pop eax;
eax V; a,: ret
ebx v, as: pop ebx;
: a,: ret
1P % az: mov [ebx], eax




Gadgets

Qs
esp
Mem[v2] = vl v,
Desired Logic Sk
Vi
Stack
a;: pop eax;
eax V; a,: ret
ebx v, a;: pop ebx;
: a,: ret
1P % as: mov [ebx], eax




Gadgets

Qs
Mem[v2] = vl v,
Desired Logic Sk
Vi
Stack
a;: pop eax;
eax v, a,: ret
ebx v, a;: pop ebx;
: a,: ret
1P % az: mov [ebx], eax




Gadgets
B—GSP

Qs
Mem[v2] = vl v,
Desired Logic Sk
Vi
Stack
a;: pop eax;
eax V; a,: ret
ebx v, a;: pop ebx;
: a,: ret
1P % az: mov [ebx], eax




Control Hijack

Two main ways that C/C++ allows code targets to be
computed at runtime

Return address (stack) — choose instruction to run on “ret”
(i.e., function return)

Why is the return address determined dynamically?

Function pointer (stack or heap) — chooses instruction to
run when invoked

Also called an indirect call

If adversary can change either they can hijack control

Difficult to prevent modification of code pointers
No broad defense at present (too expensive)



Indirect Call
I =

o A function call using a function pointer
1 What happens?

int F A()

{
int (*fp) ();



Control-Flow Integrity

Our Mechanism

% %

if(*fp != nop IMM,) halt
call fp if(*“esp != nop IMM,) halt

nop IMM, {————’__'return

é CFG excerpt
A > B,

call

NB: Need to ensure b?t patterns for nops IR, B
appear nowhere else in code memory




Indirect Call
I =

o A function call using a function pointer
1 What happens?

int F A()
{
int (*fp) ();

if (a > 0) fp = &F B;

else fp = &F C;

fp();



Control-Flow Integrity

More Complex CFGs

Maybe statically all we know is that CFG excerpt
F, can call any int— int function A » B,

FA call \ C1

% Fo|  succlAa) = (B Ci
nop IMM,

if(*fp '= nop IMM ) halt
call fp

|:
% nop IMM,

Construction: All targets of a computed jump must have
the same destination id (IMM) in their nop instruction




Control-Flow Integrity

Imprecise Return Information

Q: What if Fg can return CEG
excerpt
to many functions ? 2

A: Imprecise CFG Acall+1 1\

Dcall+1

%

if(**esp != nop IMM,) halt

succ(B,er) = {Acai+1> Deaie1}

CFG Integrity:

Changes to the

return PC are only to
valid successor
PCs, per succ().




Control-Flow Integrity

c 3 No “Zig-Zag” Imprecision

Solution I: Allow the imprecision Solution II: Duplicate code
to remove zig-zags

CFG excerpt CFG excerpt
B1 B1

Acall>< Acall \
C C
/ 1 1A

EcaII Ecall\ C1 E




Limiting Returns

Can’t we do better for limiting returns

Don’t we know where a return should go?

Imprecise Return Information

Q: What if F5 can return CEG
excerpt
to many functions ?

A
A: Imprec CFG call+1
precise A \Bret

call+1

succ(Bg) = {Acaii+1: Deaniet}

CFG Integrity:
Changes to the
return PC are only to

valid successor
caII Fg PCs, per succ().




Shadow Stack

-1 Store the return address in a secure (shadow) location
= Then, check that the return address matches the shadow



SoK: Sanitizing for Security

Dokyung Song, Julian Lettner, Prabhu Rajasekaran,
Yeoul Na, Stijn Volckaert, Per Larsen, Michael Franz

University of California, Irvine

Slides from Dokyung Song’s Oakland presentation



Dynamic Analysis Tools for C/C++
TR e

* More than 35 years of research in Dynamic Analysis Tools — often-called “Sanitizers”
— that find vulnerabilities specific to C/C++

Oscar

Undangle FreeSentry HexType
SoftBounds+CETS SGXBounds TySan

Dr. Memory CaVer EffectiveSan

Purify MSCC LBC TypeSan  CUP
Electric Fence Memcheck  PAriCheck UBSan MSan DangSan
Bcee RTCC Safe-C  P&F PageHeap CRED D&A BBC ASan  DangNull Low-Fat CRCount

e e —————————————

1980 1990 1995 2000 2005 2010 2015 2019



Sanitizers and Defenses

Exploit Mitigation

Sanitization

The goal is to ... Mitigate attacks Find vulnerabilities
Used in ... Production Pre-release
Performance budget is ... Very limited Much higher

Policy violation leads to ...

Program termination

Problem diagnosis

Violations triggered at location of bug | Sometimes Always
Tolerance for FPs is ... Zero Somewhat higher
Surviving benign errors is ... Desired Not desired




Implementation

/’

check() ;

*ptr = 3;

(a) Language-level
Instrumentation

call check

store ptr

(b) IR-level
Instrumentation

[

) ) Temporal Use of ) o )
gp:fmal\l;{[eln‘:?ry Memory Safety Uninitialized Polgter Type Vanag/l[c_ Function Val Oth;_rI "
afety Violation Violation Variables Trors isuse ‘ulnerabilities
Red-zone ) Uninitialized Pointer Dangerous Statel
Insertion Reuse Delay Memory Read Casting Format String N “’“.foe?s
(Guard Pages) Detection Monitor Detection onitoring
Per-pointer ) Uninitialized . Argument
Bounds Lock-and-key Value Use Pinter Use Mismatch
Tracking Detection onitor Detection
Per-object | Dangling ]
Bounds Pointer
Tracking Tagging

Bug Finding Technique

Program Instrumentation
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(c) Binary
Instrumentation

Metadata Management

\

e N
§ (a) Dynamic Metadata (b) Static Metadata
=
Q
'€ Object Pointer Instruction
53]
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o Others
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Implementation

Metadata Management

4 . ) L 4 :
(a) Dynamic Metadata Original program (b) Static Metadata
. Object Pointer . é R Instruction
§ * Embedded +  Fat pointer . Result. type of a casting
2 before,. aﬁer, +  Tagged pointer operat'lon '
= and within an * Function type used in an
S8

object indirect/variadic call

Direct-mapped . e
Multi-level Two-level trie

e Hash table * Custom N * C(lass hierarchy
* Type aliasing information

J

Disjoint

-

Sanitizer-instrumented

Needs to be created and propagated at run time program



Tools

 Our analysis of 37 tools

We benchmarked 10 publicly available
sanitizers on the same experimental platform
(

https://github.com/securesystemslab/
sanitizing-for-security-benchmarks)

* Main observations

Performance is not a primary concern

Many false positives (marked as ) in tools
other than widely-used ones such as ASan

Most (&) @) @ ly have partial coverage of
bugs (

Widely deployed tools such as ASan have
even smaller coverage

Sanitizers IV. Bug Finding Techniques V. Instr. | VI. Metadata Mgmt. VIIL Analysis
§ = 9
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Purify [27] 2 v v v v O ( ¢co
Memcheck [28] 0By v v v v - q ' wa
Dr. Memory [29] 1 v \|\v v v (4 v (X )] O n/a
LBC [30] 12 v (4 v ¢ ¢ O
ASan [31] nvivy v v v ¢ 0 ¢ 0
Electric Fence [32] 93 Vv v oK *) n/a
PageHeap [33] *00 Vv v (SN *] n/a O
D&A Dangling [35] 06 Vv 4 (%] & v/a
Oscar [36] 17 vv v ¢ [°N )
RTCC [45] 92 (4 v (4 (% © n/a
Safe-C [46] 94 Vv Vv v vv |@ee e
P&F [47] 97 v v (4 v [ X ] e
MSCC [52] 04 v v v vV ¢6e ce
SoftBound+CETS [48], [56]|"10 v v v v |ee P
Intel Pointer Checker [49] |12 ¢/ v v v v oo ¢ o
SGXBounds [54] 17 v v [4 v (5] ¢ o
CUP [55] 18 Vv v vv |0 € n/a
J&K [34] 97 v v v (S QO n/a
CRED [37] 04 v v v ¢ © na
D&A Bounds [38] 06 v v v ¢ ©
BBC [39] °09 v v v O P
PAriCheck [41] 10 v v v () & n/a
Low-fat Pointer [42], [43] |17 ¢ v (4 ) e
Undangle [57] 12 v v v [ > O
FreeSentry [59] ’15 v v v (s
DangNull [58] 15 v v v ()]
DangSan [60] 17 v v v ()]
MSan [66] 15V 4 v v (%)
CaVer [69] 15 (4 Vv (4
TypeSan [70] 16 (%4 vv v
HexType [71] 17 v vv v
Loginov et al. [72] *01 v v v
LLVM TySan [73] 17 v v vv v
EffectiveSan [74] '18 v Vv (4 v (4 X1
Clang CFI [68] 15V Vv Vv (4 v
HexVASAN [79] 17 v v v v
UBSan [67] 12 v vv Vv v v




Take Away

Current defenses for memory safety are incomplete
and can be evaded

Return-oriented programming attacks bypass all defenses

Defenses such as CFl can thwart many ROP vectors
But, not all

Sanitizers can prevent attacks/detect bugs, but at a
non-trivial cost currently

And are incomplete for testing

How do we improve the situation?
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