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Linux Authorization circa 2000
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Linux Security circa 2000
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Linus’ Dilemna
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The Answer

¨ The solution to all computer science problems
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The Answer

¨ The solution to all computer science problems
¤ Add another layer of indirection
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Linux Security Modules Was Born
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Linux Before and After
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LSM Requirements
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LSM – A Reference Monitor

• To enforce mandatory access control
‣ We need to develop an authorization mechanism that 

satisfies the reference monitor concept
• How do we do that?  

‣ And satisfy all the other goals?
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LSM – Complete Mediation

¨ First requirement is complete mediation
¨ Add security hooks to mediate various operations in 

the kernel
¤ These hooks invoke functions defined by the chosen 

module
¨ These hooks construct “authorization queries” that 

are passed to the module
¤ Subject, Object, Operations
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LSM Hooks
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LSM Security Policy
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LSM API
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LSM Hooks
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LSM – Complete Mediation

¨ First requirement is complete mediation
¨ Enables authorization by module
¨ Linux extends “sensitive data types” with opaque 

security fields
¤ Modules manage these fields – e.g., store security labels

¨ Which Linux data types are sensitive?
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LSM – Complete Mediation

¨ First requirement is complete mediation
¨ How do we know LSM implements complete 

mediation?
¨ Asked one of the lead developers (Cowan)

¤ His reply?
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LSM – Complete Mediation

¨ First requirement is complete mediation
¨ How do we know LSM implements complete 

mediation?
¨ Asked one of the lead developers (Cowan)

¤ His reply?
¤ “We don’t”
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LSM Analysis (1)

¨ Static analysis of Zhang, Edwards, 
and Jaeger [USENIX Security 2002]
¤ Based on a tool called CQUAL

¨ Approach
¤ Objects of particular types can be in 

two states
n Checked, Unchecked

¤ All objects in a “security-sensitive 
operation” must be checked
n Structure member access on some 

types
21



LSM Analysis (1)

¨ Static analysis of Zhang, Edwards, 
and Jaeger [USENIX Security 2002]
¤ Based on a tool called CQUAL

¨ Found a TOCTTOU vulnerability
¤ Authorize filp in sys_fcntl
¤ But pass fd again to fcntl_getlk
¤Many supplementary analyses 

were necessary to support 
CQUAL

¨ Good for finding missing hooks
22

/* from fs/fcntl.c */

long sys_fcntl(unsigned int fd,

unsigned int cmd,

unsigned long arg)

{

struct file * filp;

...

filp = fget(fd);

...

err = security ops->file ops

->fcntl(filp, cmd, arg);

...

err = do fcntl(fd, cmd, arg, filp);

...

}

static long

do_fcntl(unsigned int fd,

unsigned int cmd,

unsigned long arg,

struct file * filp) {

...

switch(cmd){

...

case F_SETLK:

err = fcntl setlk(fd, ...);

...

}

...

}

/* from fs/locks.c */

fcntl_getlk(fd, ...) {

struct file * filp;

...

filp = fget(fd);

/* operate on filp */

...

}

Figure 8: Code path from Linux 2.4.9 containing an ex-

ploitable type error.

THREAD-A:

(1) fd1 = open("myfile", O_RDWR);

(2) fd2 = open("target_file", O_RDONLY);

(3) fcntl(fd1, F_SETLK, F_WRLOCK);

KERNEL-A (do_fcntl):

(4) filp = fget(fd1);

(5) security_ops->file_ops

->fcntl (fd1);

(6) fcntl_setlk(fd1,cmd)

THREAD-B:

/* this closes fd1, dups fd2,

* and assigns it to fd1.

*/

(7) dup2( fd2, fd1 );

KERNEL-A (fcntl_setlk)

/* this filp is for the target

* file due to (7).

*/

(8) filp = fget (fd1)

(9) lock file

Figure 9: An example exploit.

chance of race conditions when the data structures are

not properly synchronized, which may result in poten-

tial exploits.

Here we present a type error of this kind. Many se-

curity checks that intend to protect the inode structure

are performed on the dentry data structure. For exam-

ple, the following code does the permission check on the

dentry structure, but does the “set attribute” operation

on the inode structure.

/* from fs/attr.c */

...

security_ops->inode_ops

->setattr(dentry, attr);

...

inode = dentry->d_inode;

inode_setattr(inode, attr);

...

It is also quite common in Linux to check on the file

data structure and operate on the inode data structure.



LSM Analysis (2)

¨ Runtime analysis of Edwards, 
Zhang, and Jaeger [ACM CCS 
2002]
¤ Built a runtime kernel monitor
¤ Logs structure member accesses 

and LSM hook calls
¤ Rules describe expected 

consistency
¨ Good for finding missing hooks 

when 2+ hooks are expected
¤ Six cases were found 23

Figure 5: Authorization graph for fcntl calls for

F SETLEASE (controlled operations in lease modify
and fput) and F SETOWN (controlled operations in do fcntl
and put). When command is F SETOWN both FCNTL and
SET OWNER are authorized, but only FCNTL is authorized for
F SETLEASE.

controlled operation are not the same, then the member access is

sensitive to its location.

The system call input sensitive rule collects all the log entries

in each open system call for read-only access. The authorizations
of the open system call depend on the access for which the file is
opened, so open is system call input sensitive. Further, we also

show a negative filter in this rule that eliminates all entries within

the scope of the path_walk function. The authorizations for file

lookup, including any link traversal, can be separated from those

for authorizing the open of this file. Such filtering capabilities en-

able us to choose our analysis scope flexibly.

4.2.2 Graphical Log Analysis

The analysis tool can also generate graphs that enable visual

analysis of the filtered data. Using these graphs, it is possible to

verify the authorization sensitivities by inspection, as we will de-

scribe below. An authorization graph consists of two sets of nodes

in a filtered log: (1) the controlled operations and (2) the autho-

rizations made. Edges are drawn from each controlled operation

to the authorizations that have been satisfied when it is run. There

are two types of edges: (1) always edges mean that the associated

authorization is satisfied every time the controlled operation is run

and (2) sometimes edges mean that the associated authorization is

satisfied at least once when the controlled operation is run.

An always edge (as well as the lack of an edge) means that the

authorization is not sensitive to lower-level attributes. A sometimes

edge indicates a sensitivity. The lack of an edge where an edge

would be expected would indicate a missing authorization.

Figure 5 shows an example authorization graph. The example

graph is displayed using the dotty graph visualization tool [10].

In this case, the authorization graph shows the controlled oper-

ations and the authorizations for two types of fcntl calls: (1)
fcntl(fd, F_SETOWN, pid_owner) and (2) fcntl(fd,
F_SETLEASE,F_UNLCK). The controlled operation nodes in-
clude location (function name, file name, line number) and oper-

ation (data type, member offset, operation type) information. The

authorization nodes include the authorization, command, and func-

tion containing the authorization. Always edges are indicated by a

DFN d 0 FILE f dentry -1
DFN d 0 FILE f dentry 1
DFN d 0 FILE f vfsmnt -1
DFN d 0 FILE f op -1
...

SFN(ALWAYS) d 0 FILE READ
-----------------------
DFN d 1 SUPERBLOCK s blocksize -1
DFN d 1 SUPERBLOCK s type -1
...
DFN d 1 TASK state -1

DFN d 1 TASK state 0
DFN d 1 TASK flags -1
...
SFN() NONE
-----------------------
DFN o 0 INODE i blocks -1

DFN o 0 INODE i blocks 1
DFN o 0 INODE i version -1
...
SFN(ALWAYS) o 0 FILE READ
-----------------------
DFN o 1 INODE i dnotify mask -1

SFN() NONE
-----------------------

Figure 6: Sensitivity class list for read system call with the

following fields: (1) entry type (DFN or SFN); (2) sensitivity (

for datatype and for object); (3) class number; (4) datatype;

(5) member; (6) access identifier.

solid line and sometimes edges are indicated by a dashed line. If

no edge exists between a controlled operation and an authorization,

then that authorization is never performed for that operation.

By visually analyzing this graph we can identify whether the in-

variants described in Section 3.2 hold for the current graph or not.

In this case, the sometimes relation between fput and its autho-

rizations may indicate a problem. Also, the fact that different sets

of authorizations are made for the same field (member offset 480

which happens to be f_owner) may be indicative of a problem.
Manual investigation is then required to identify whether any in-

consistency is due to an error or a legitimate sensitivity.

4.2.3 Sensitivity Class Lists

The sensitivity class lists show the partition of the controlled op-

erations by sensitivity level in which authorizations are consistent

and the authorization requirements at those levels. This partition

is computed using the algorithm described in Section 3.2. The

sensitivity class lists provide a different view than the authoriza-

tion graphs of the same authorization results. Whereas an autho-

rization graph shows the relationship between each individual con-

trolled operation and authorization, the sensitivity class lists show

the collection of controlled operations with the same authorization

requirements. The sensitivity class lists makes more obvious the

number of different authorization cases that exist in the data. Also,

the sensitivity class lists are easier to use in regression testing since

they are textual [9].

Figure 6 shows the partition of controlled operations for the read
system call. This partition is used as the example in Section 3.2. As

described there, the sensitivity class list shows two classes that are

sensitive at the datatype level: one for tasks and superblocks with

no authorizations and one for files with read authorization. Then,



LSM Analysis (3)

¨ Automatically inferring security specifications from 
code – Tan, Zhang, Ma, Xiong, Zhou [USENIX 
Security 2008]
¤ Automate look at which funcs are behind pointers



LSM – Tamperproof

¨ Second requirement is tamperproofing
¨ Prevent adversaries from modifying the reference 

monitor code or data
¨ How is LSM code protected?
¨ How is LSM data protected?
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LSM – Tamperproof

¨ Second requirement is tamperproof
¨ Add functions to register and unregister Linux Security 

Modules
¤ Implemented as a set of function pointers defined at 

registration time
¨ LSM module defines code
¨ LSM function pointers define targets of hooks 

¤ These are data – modifiable
¨ Implications?
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LSM – Tamperproof

¨ Second requirement is tamperproof
¨ Add functions to register and unregister Linux Security 

Modules
¤ Implemented as a set of function pointers defined at 

registration time
¨ Adversaries could modify the code executed by Linux 

by modifying these function pointer data values
¤ Some people opposed this idea and refused to participate
¤ Eventually changed to require compiled-in LSM modules
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LSM – Tamperproof

¨ Second requirement is tamperproof
¨ Anything else that an adversary could modify?

28



LSM - Tamperproof

29

1 static int apparmor_file_open(struct file *file,
2 const struct cred *cred) {
3 profile = aa_cred_profile(cred);
4 if (!unconfined(profile)) {
5 struct inode *inode = file_inode(file);
6 struct path_cond cond =
7 { inode->i_uid, inode->i_mode };
8

9 error = aa_path_perm(OP_OPEN, profile,
10 &file->f_path, 0,
11 aa_map_file_to_perms(file), &cond);
12 fcxt->allow = aa_map_file_to_perms(file);
13 }
14 return error;
15 }

Fig. 2. An AppArmor hook function apparmor_file_open

identifiers for authorization in the host program data structures.
For example, SELinux stores a security identifier in the field
i_security for each inode, as shown in Figure 1. The
security identifier isec is extracted (line 8) for authorization
by the function avc_has_perm at line 9. This security data
is set by SELinux when the inode object is created. But since
the security identifier is stored in the inode object, which
is used in many system call operations, it is prone to illicit
modification, even when using defenses like KASLR. Should
this happen, the authorization process can be tampered by
using the modified security identifiers. In this case, we expect
that the inode’s security identifier should be unmodified after
its creation by SELinux; a simple check by the reference
monitor can validate that fact.

Case 2 (Incorrect Use of Operation Request Input).
Some uses of the operation requests submitted by clients for
authorization can lead to vulnerable behaviors when done
incorrectly. Figure 2 shows that the AppArmor function
apparmor_file_open, which authorizes file access, uses
the value file->f_path as the security identifier for the file
object in the call to aa_path_perm on line 9, which makes
the authorization decision. However, the canonicalization of
the pathname by AppArmor differs from that performed by
Linux file systems (and may vary among Linux file systems
as well), causing AppArmor to check its policy incorrectly.
Researchers recently found that this problem manifests it-
self when using file systems supporting case-preserving nam-
ing [35]. For example, a user may provide the name “FOO” for
a pathname element, but the recent support for case-preserving
directories in the Linux Ext4 file system may resolve that name
to a file named “foo”. If AppArmor checks whether access is
permitted to “FOO” rather than “foo”, incorrect authorization
may result, as we detail in Section VIII-C. We note that
Tomoyo also uses pathnames for security identifiers for files,
leading to the same problem.

Case 3 (Authorization Bypass). LSMs often use data from
the object itself in conditional statements that may result in
bypassing authorization entirely. Consider the snippet of code
from the function inode_has_perm in Figure 1. If the
function IS_PRIVATE at line 4 returns true, the function
returns 0 (i.e., the request is authorized) without invoking the
authorization function avc_has_perm. Conditions that use
inputs to the hook function (i.e., the inode argument) to allow
authorization to be bypassed are common, but raise the risk of
incorrect authorization if users can modify the value used in the
conditional. We aim to detect such risky cases automatically

Authorization Function
Subject Object Ops

Authorization Decision

Hook Function
Inputs

Imports

Authorization Query

- Low Integrity - High Integrity

Reference 
Monitor Data

Access Control 
Policy

Fig. 3. Authorization in modern reference monitor implementations, show-
ing low-integrity and high-integrity data. Authorization uses two functions:
(1) hook functions to construct authorization queries and (2) authorization
functions to compare the query to the monitor’s access control policy.

to enable vetting.

B. The Tamper Problem for Reference Monitors

Figure 3 shows the tampering problem abstractly. First,
we find that modern reference monitor implementations divide
the task of authorization into two parts, which we designate
as the hook function and the authorization function. First,
hook functions transform client inputs specifying each op-
eration request into a monitor-specific authorization query,
which specifies the subject, object, and operations to authorize
using the reference monitor’s own security identifiers. Then,
authorization functions compare the security identifiers for the
subject, object, and operations in the authorization query to the
reference monitor’s access control policy to determine whether
to authorize the request (i.e., determine the authorization
decision).

Figure 3 shows that tampering is possible because the
reference monitors use client-provided inputs and imports, in
addition to high-integrity reference monitor data, in creating
authorization queries. Inputs are the arguments passed directly
to the hook function for the operation request. The arguments
include the program resources used to compute security iden-
tifiers for subjects, objects, and operations. Imports are ad hoc
program data (e.g., global variables) used by the reference
monitor. Both of them may be modified in a manner that
could cause incorrect authorization decisions. In the previous
section, clients provide file pathnames as input that cause an
LSM to compute an incorrect object security identifier (Case
2). In addition, LSMs may compare client inputs (inode) to
kernel-defined values (IS_PRIVATE) to determine whether to
perform authorization at all (Case 3).

The reference monitor concept [2] was proposed in 1972
to define a set of design requirements for secure authorization
in operating systems. The reference monitor concept consists
of three requirements of any reference monitor: (1) it must
provide complete mediation of all security-sensitive operations;
(2) it must be tamperproof; and (3) its operation must be
verified to be correct via complete testing. Researchers have
explored a variety of techniques to assess the correctness of
authorization, particularly complete mediation, by assessing
control flow [13], [20], [9], [8], [17], [18], [14], [15], [16] (i.e.,
all control flows to security-sensitive operations are mediated)
and data flow [36], [37], [24], [25] (i.e., all accesses to data

3



LSM – Tamper Analysis

30
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authorized access satisfies a set of integrity requirements for
the reference monitor. This problem is complicated by the fact
that the construction of authorization queries depends on the
operation requests that are made by untrusted clients of the host
program. However, we observe that reference monitors only
need to convert the operation requests into monitor-specific
subjects, objects, and operations to construct authorization
queries. This is typically done in a common manner for each
reference monitor implementation, enabling untrusted inputs
to be endorsed in many cases using a few common methods.

In this paper, we develop TALISMAN, a system for tamper
analysis of reference monitor implementations. At its core,
TALISMAN is a field-sensitive, information flow integrity anal-
ysis that detects tampering between the data used by the
reference monitor (i.e., sources) and authorization queries (i.e.,
sinks). However, we find that standard noninterference is too
restrictive (i.e., reports many safe code) because it is common
for a reference monitor to perform multiple sequences of
authorization queries depending on the client inputs. According
to strict noninterference, such code violates the integrity policy
since low-integrity inputs interfere with the existence/absence
of high-integrity authorization queries. To address this lim-
itation, we define relaxed noninterference, which more pre-
cisely captures the intended integrity policy: the sequence of
authorization queries checked can be a choice of the reference
monitor based on the operation request. TALISMAN automates
the information flow analysis by constructing information
flow problems from reference monitor code (i.e., identifying
and labeling sources and sinks), detecting information flow
integrity violations, and applying integrity endorsement. The
few remaining violations indicate issues that require manual
assessment, which may be caused by ad hoc or complex
implementations or true tamper issues in need of vetting.

We applied TALISMAN to evaluate three reference mon-
itor implementations of the Linux Security Modules (LSM)
framework, Linux’s access control enforcement system. The
AppArmor [30], SELinux [31], and Tomoyo [32] LSMs are
three distinct reference monitor implementations from three
separate organizations that perform Linux access control using
their own approaches2. Using TALISMAN, we analyzed 145
hook functions with 351 arguments to authorization queries,
finding that the integrity of 80% of the arguments can be veri-
fied including those that can be endorsed. By applying relaxed
noninterference, TALISMAN reduces the integrity violations
due to implicit flows by approximately 60% for SELinux
and 90% for Tomoyo and AppArmor, greatly reducing the
subsequent effort in removing false positives. Of the remaining
cases, TALISMAN found information flow violations where
the ad hoc use of pathnames for authorization presents a
vulnerability that can allow unauthorized access, due to differ-
ences in canonicalization between the Tomoyo and AppArmor
LSMs and the Linux file systems. The addition of runtime
endorsement to prevent tampering incurs less than a 0.14 µs
of overhead for each of the LSMs for LMBench 3.0, except
when inode_permission is endorsed, which causes some
redundant overhead as discussed in Section VIII-F.

2Several reference monitor implementations for server programs, such
as Apache [33], Postgres [34], and X Server [5] were all developed in
coordination with the SELinux community. So their implementations are
similar to SELinux as discussed in section II-A.

1 static int inode_has_perm(const struct cred *cred,
struct inode *inode, u32 perms, struct
common_audit_data *adp) {

2 ...
3 validate_creds(cred);
4 if (unlikely(IS_PRIVATE(inode)))
5 return 0;
6

7 sid = cred_sid(cred);
8 isec = inode->i_security;
9 return avc_has_perm(sid, isec->sid, isec->sclass,

perms, adp);
10 }

Fig. 1. Function inode_has_perm from SELinux

In this paper, we make the following contributions:

• We develop an information flow analysis based on
the novel principle of relaxed noninterference, which
allows the sequence of authorization queries run by a
reference monitor to depend on the untrusted operation
request, as intended by reference monitor implemen-
tations.

• We develop a tamper analysis tool, called TALISMAN,
that provides field-sensitive, information-flow analysis
for a three-dimensional integrity lattice that detects
violations of relaxed noninterference3.

• We apply TALISMAN to three reference monitor im-
plementations of the Linux Security Modules frame-
work, namely AppArmor, SELinux, and Tomoyo, find-
ing that the integrity of 80% of the arguments to au-
thorization queries can be verified. In addition, using
TALISMAN enables us to find a security vulnerability
caused by the difference in how file pathnames are
canonicalized between AppArmor/Tomoyo and Linux
file systems, which could allow unauthorized access.

We have reported the file pathname vulnerability to a Linux
VFS maintainer, who has confirmed the problem, and the
AppArmor and Tomoyo communities. We are exploring patch
options.

II. PROBLEM DEFINITION

In this section, we examine the impact of tampering on
reference monitors and define the problem of tamper analysis
for reference monitors.

A. Tampering of Authorizations

Reference monitors, such as Linux Security Modules [4]
(LSMs) like AppArmor [30], SELinux [31] and Tomoyo [32],
authorize operation requests from their clients. Authorization
determines whether a subject (e.g., client user, process, etc.) is
allowed to perform an operation (e.g., read, write, etc.) upon
an object (e.g., file, socket, etc.). We find that authorization
may be prone to tampering in at least three ways. We use the
LSMs as example although the problems are common in other
systems as well.

Case 1 (Store Security Identifiers in Host Program Struc-
tures). We find that reference monitors often store the security

3The source code is accessible at https://github.com/isolachine/talisman.
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1 struct tomoyo_request_info {
2 struct tomoyo_obj_info *obj;
3 struct tomoyo_execve *ee;
4 struct tomoyo_domain_info *domain;
5 union {
6 struct {
7 const struct tomoyo_path_info *filename;
8 const struct tomoyo_path_info *match_path;
9 u8 operation;

10 } path;
11 ...
12 struct {
13 const struct tomoyo_path_info *type;
14 const struct tomoyo_path_info *dir;
15 const struct tomoyo_path_info *dev;
16 unsigned long flags;
17 int need_dev;
18 } mount;
19 ...
20 } param;
21 struct tomoyo_acl_info *matched_acl;
22 u8 param_type;
23 ...
24 };

Fig. 8. Layout of struct tomoyo_request_info

D. Endorsing Information Flows

We examine two cases based on the approaches described
in Section V-F for an explicit flow and an implicit flow.

Endorsing Explicit Flows Dynamically: Security Iden-
tifiers. We use the function selinux_file_open from
SELinux shown in Figure 9 as an example of endors-
ing subject and object security identifiers. We specify
that the inode and task security structures are stored at
file→f_inode→i_security and cred→security,
respectively. Applying the parameter access analysis [44] (see
Section V-F) identifies that only the sid and sclass fields of
the inode’s security structure (isec) are accessed within the
authorization function (i.e., since they are the only fields passed
in line 47), so only these fields of the inode security structure
require endorsement. For the task, the sid and create_sid
fields of the task’s security structure (from the cred resource)
must be endorsed. The calls to the task and inode endorsers
are on lines 12 and 16, respectively, of Figure 9. Note that the
endorsement code on line 24 adds the file security state for
the newly opened file for later endorsement.

To endorse the expected (i.e., LSM-defined) values of the
kernel resources, the task and inode, we must record the
mapping between those resources and the assigned values of
the fields used in authorization (e.g., sid and sclass for
the inode) produced by the LSM at resource creation time.
Thus, we need to uniquely identify resources to ensure that
we checked the expected values for those resources. For tasks,
their identity is determined by their thread ID. For inodes, they
are uniquely identified by a combination of device number
(inode→i_rdev) and inode number (inode→i_ino).
We specify these identifying sources manually for each re-
source type. However, there are only ten distinct kernel re-
source types used in authorization for the hooks we have
evaluated. Finally, endorsers retrieve the values of the security
identifier fields assigned for each relevant resource based on
its identity (i.e., type and values of its uniquely identifying
fields); if the values of the security identifier fields assigned
for this resource matches those in the security identifier being
used, the endorsement passes.

1 static int selinux_file_open(struct file *file,
2 const struct cred *cred) {
3 struct file_security_struct *fsec;
4 struct inode_security_struct *isec;
5

6 fsec = file->f_security;
7 isec = file_inode(file)->i_security;
8

9 /* Endorse: verify task */
10 __u64 val;
11 val = EXX_VALUE_SELINUX_TASK(tsec);
12 exx_verify(&exx_se_task, EXX_KEY_TASK(get_current()),

&val, sizeof(val));
13

14 /* Endorse: verify inode */
15 val = EXX_VALUE_SELINUX_INODE(isec);
16 exx_verify(&exx_se_inode, EXX_KEY_INODE(isec->inode),

&val, sizeof(val));
17

18 fsec->isid = isec->sid;
19 fsec->pseqno = avc_policy_seqno();
20

21 /* Endorse: add file */
22 void *dup = exx_dup((void *) fsec, sizeof(*fsec));
23 if (dup)
24 exx_add(&exx_se_file, EXX_KEY_FILE(file), dup,

sizeof(*fsec));
25

26 return file_path_has_perm(cred, file, open_file_to_av(
file));

27 }
28

29 static int file_path_has_perm(const struct cred *cred,
30 struct file *file, u32 av) {
31 return inode_has_perm(cred, file_inode(file), av, &ad)

;
32 }
33

34 static int inode_has_perm(const struct cred *cred,
35 struct inode *inode, u32 perms,
36 struct common_audit_data *adp) {
37 struct inode_security_struct *isec;
38 u32 sid;
39

40 validate_creds(cred);
41 if (unlikely(IS_PRIVATE(inode)))
42 return 0;
43

44 sid = cred_sid(cred);
45 isec = inode->i_security;
46

47 return avc_has_perm(sid, isec->sid, isec->sclass,
perms, adp);

48 }

Fig. 9. Hook function selinux_file_open, including the endorsement
of task and inode’s security state as well as recording endorsement information
for file’s security state (in red). The endorsement data for the task is added in
the selinux_bprm_committed_cred() hook and for inode it is added
in the selinux_d_instantiate() hook.

Endorsing Implicit Flows Statically: Authorization By-
pass. LSMs allow bypass of an authorization function un-
der some conditions. For common cases, we manually iden-
tify and assess the expected conditions. One example is
the unlikely(IS_PRIVATE(inode)) check in Figure 9
(line 41), which checks if the filesystem-internal bit in an inode
flag is set, which results in returning early and falling back on
the kernel for authorization. Since these checks all compare
low-integrity values to constants, we add these endorsers to the
information flow model for analysis using the static analysis
approach in Section V-D, so there is no runtime overhead.

Other cases of bypass often involve checks for errors in
the input (e.g., invalid operations or null pointers). We find it
unusual that these cases sometimes return 0 (i.e., “authorized”).
But further inspection finds that the kernel, instead of the
LSMs, handles these suspicious cases and denies access.

9

Security metadata is stored with
objects – see Line 8

Endorse use of security metadata
- E.g., Values have not changed 

since the object was created



LSM Tasks
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Hook Details
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LSM Performance
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LSM Use
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Take Away

¨ Aiming for mandatory controls in Linux
¤ But everyone had their own approach

¨ Linux Security Modules is a general interface for any* 
authorization module
¤ Much finer controls – interface is union of what everyone 

can do
¨ What does this effort say about

n Achieving complete mediation?
n Whether complete mediation should be policy-dependent?



Questions
36


