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Super Apps
Emerging approach for deploying mobile system functionality
q  “Everything app” that can “provide multiple services” to be an “all-

 encompassing self-contained commerce and communication platform”



Mini Apps
Key Feature of Super Apps Is That They Are a Pla=orm for Third-Party Mini Apps
q  “Mini apps are small (commonly 2-4 MB) apps that require a super app to 

run.”  “The runCme of a mini app is a WebView in the super app, not the 
underlying operaCng system, which makes mini apps cross plaIorm.” 



Super App Vulnerabilities
But, there are growing pains in converting a popular app to a platform [1]

q  Unauthorized access: Android requires applications to be granted a 
location permission (e.g., ACCESS FINE LOCATION) to access the Wi-Fi List 
via wx.getWifiList, but WeChat did not require this permission [2]

q  Risks to user privacy: Mini apps may exploit ”hidden” APIs to access 
sensitive user data and sensors that can be used to spy on users. [3,4]

q  Mini app attacks on other mini apps: Cross-Miniapp Request Forgery 
(CMRF), where a malicious mini app can send arbitrary payloads via cross-

 mini app channel. [5]



Access Control
These are all problems of insufficient access control enforcement

q  Including…

q  Ensure that we perform access checks comprehensively across   
all operations that may access sensitive data

q  Figure out how to protect user privacy against a diverse set of 
attacks

q  Determine whether access control enforces the expected 
security guarantees when running mini apps 

 



Not Our “First Rodeo”
Access Control is a Fundamental Security Mechanism
 

q  Goes back at least as far as the Multics system (1960s)

q  Reference monitor concept describes how to build authorization systems 
(1972)

q  Mandatory access control (Bell-La Padula and Biba) for strict enforcement 
(1976)

q  Flurry of access control improvements in the 1990s and 2000s to combat 
malicious worm events

q  Android access control (2000s and 2010s and 2020s)



Not My “First Rodeo” Either
Access Control Research Topics over 30 years
 

q  Access control over mobile code (Java applets and Tcl scripts)

q  Microkernel access control enforcement for L4

q  Linux Security Modules for mandatory access control in Linux 

q  Xen Security Modules for mandatory access control for hypervisors

q  Invent access control policy analysis to idenCfy threats from weak policies

q  Cloud and virtual machine system access control (OpenStack)

q  Android access control over sensors and file systems



Do We Know How To Integrate Effective 
Access Control into Legacy Programs?
Shouldn’t You Have Solved This by Now?
 

q  Not really



Do We Know How To Integrate Effective 
Access Control into Legacy Programs?
Shouldn’t You Have Solved This by Now?
 

q  Not really

q  In this talk: Discuss challenges and experiences in other contexts

q  And: Impact on building authorization systems for super apps



Reference Monitor Concept 
Need to Solve Three Major Problems
 

q  Complete mediation: The reference validation must always be invoked. 
q      For all security-sensitive operations

q  Tamperproof: The reference validation mechanism must use trusted 
 information to make access decisions.                                
q     Access control must be enforced in a trusted way by reference monitor

q  Verifiable: The reference validation mechanism must be simple enough to 
be subject to analysis and tests, the completeness of which can be assured.

q     Can we test the mechanism and the policy? 



Reference Monitor Architecture
Consist of Three Main Components
 

q  AuthorizaWon Hooks: Calls to a reference monitor 
are placed in the program, which aim for complete 
mediaCon of all security-sensiCve operaCons

q  AuthorizaWon Query Processing: Ask a trusted 
authority (relaCve to the access request being 
authorized) to make an access control decision                                

q  Access Control Policy: The policy provided by the 
trusted authority, which determines the security 
guarantees enforced by the AuthorizaCon System. 

Reference Monitor
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Adding a Reference Monitor to a Legacy Program is Hard
Need to Solve Three Major Problems
 

q  Determine when to perform an access control check
q      Place authorization hooks that invoke a                                                           
           reference monitor (complete mediation)

q  Find the right authority for each access control                        
 decision for each authorization query (tamperproof)

q     Program, User, System, Cloud may be responsible

q  Determine whether the access control enforcement 
 achieves the intended security goals (verifiable) 

Reference Monitor
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Challenges in Authorization Hook Placement
Misplaced Authorization Hooks Lead to Vulnerabilities
 

q  Missing: A security-sensitive operation lacks any authorization hook

q  Inconsistent: The same security-sensitive operation may be run under 
different sets of permissions

q  Overpermission: A hook may grant access to multiple security-sensitive 
operations, be we may only want some subjects to perform a subset 

q  TOCTTOU: The target (object) of an operation may change between the 
access check (at the hook placement) and the time of the operation



Challenges in Authorization Hook Placement
Ideally, we would know all security-sensitive operations and place hooks to 
mediate their execution
 

q  Programmers do not identify security-sensitive operations
q      May lead to missing hooks

q  To keep policies as simple as possible, programmers aim minimize the 
number of authorization hooks (i.e., each one needs a policy)

q      May lead to inconsistent checks or overpermissioning

q  The program may allow the relationships among objects to change 
concurrently to a security-sensitive operation

q      May lead to TOCTTOU



TOCTTOU Vulnerability in Linux [6]
/* from fs/fcntl.c */ 
long sys_fcntl(unsigned int fd, ...
   struct file * filp; 
   ... 
   filp = fget(fd); 
   ... 
   err = security ops->file ops ->fcntl(filp, cmd, arg);  // hook
   ...

     err = do fcntl(fd, cmd, arg, ...);  // leads to SSO
     // leads to extraction of filp from fd again
  // but the file associated with a fd can be changed concurrently
                   // TOCTTOU!!!



Overpermissioning? [ 7 ]
if (rc == BadMatch)
   {/* Op 1*/
       pProp->name = property; 
       pProp->format = format; 
       pProp->data = data; 
       pProp->size = len;
   }
else
   {/* Op2*/
       if (mode == REPLACE)
           { /*Op2.1*/ 
               pProp->data = data; 
               pProp->size = len; 
               pProp->format = format;
           }
       else if (mode == APPEND)
           {/* Op 2.2 */ 
               pProp->data = data; 
               pProp->size += len;
           } 
   }

Request determines which branch is taken

Each branch has different field accesses



Impact of Policy on Hook Placement [8]

m2::pWin,ListAccess
h2::pWin0>firstChild
WindowPtr * pChild = 
pWin->firstChild->nextSib

h5::pChild0>mapped
pChild->mapped  = True

m1::pWin,PropertyAccess
h1::pWin0>userProps
PropertyPtr * pProp = 
pWin->userProps->next
       
m4::pProp,WriteAccess
h4::pProp0>data,?pProp0>size
pProp->data = data
pProp->size = size

m3::pWin,ShowAccess
h3::pWin0>mapped
pWin->mapped = True

Resource res = ClientTable[i]
WindowPtr * pWin = (WindowPtr *) res

MapSubwindows

MapWindow

ChangeWindowProperty

Fig. 2: Hook Placement for functions MAPWINDOW, MAPSUBWINDOWS, and
CHANGEWINDOWPROPERTY

the code where authorization hooks must be placed in order to mediate such opera-
tions. Past efforts focused mainly on the first problem, defining techniques to identify
security-sensitive operations [6–9,13,15,17–19,23]. Initially, such techniques required
programmers to specify code patterns and/or security-sensitive data structures manu-
ally, which are complex and error-prone tasks. However, over time the amount of infor-
mation that programmers must specify has been reduced. In our prior work, we infer
security-sensitive operations only using the sources of untrusted inputs and language-
specific lookup functions [13].

When it comes to the placement of authorization hooks, prior efforts typically sug-
gest placing a hook before every security-sensitive operation in order to ensure complete
mediation. There are two problems with this simple approach. First, automated tech-
niques often use low-level representations of security-sensitive operations, such as indi-
vidual structure member accesses, which might result in many hooks scattered through-
out the program. More authorization hooks mean more work for programmers in main-
taining authorization hooks and updating them when security requirements change. Sec-
ond, such placements might lead to redundant authorization, as one hook may already
perform the same authorization as another hook that it dominates. In our prior work, we
have suggested techniques to remove hooks that authorize structure member accesses
redundantly [13]. However, this approach still does not result in a placement that has a
one-to-one correspondence with hooks placed manually by domain experts. In X server,
it was found that while the experts had placed approximately 200 hooks, the automated
technique suggested approximately 500 hooks. In the following subsections we discuss
some reasons for this discrepancy.

2.2 How Manual Placements Differ

We find that there are typically two kinds of optimizations that domain experts perform
during hook placement. We follow with examples of both cases from the X Server.

5

Not everyone who can modify 
pWin can access a particular 
pProp – two hooks

Everyone who can modify 
pWin can access the pChild
– one hook

Use constraints on policies
(e.g., all fields of an object are 
accessible if one field is accessible)
to generate a minimal* hook 
placement automa8cally

* Minimal rela8ve to constraints



Lessons in Authorization Hook Placement
q  Goal is to minimize the number of authorization hooks necessary to 

enforce the intended access control policies 
q      The specific access control policies are not known in advance
q      But, the hook placement defines the “operations” to be authorized

q  Identifying security-sensitive operations is hard
q      Lots of program objects and accesses
q      Even just using the control-flow paths dependent on client requests is    

more fine-grained than actual hook placements [7]

q  Can produce authorization hook placements automatically
q      But, need more insights to elide unnecessary hooks for policy [8] 
q      And need to account systematically for TOCTTOU problems



Finding the Right Authority for Controlling Access
As more types of resources are managed, this complicates finding the authority
 

q  Resources: Originally, access control was applied primarily to files, but now 
covers many specialized system objects (Android intents and sensors) 

 and application objects (in databases, webservers, browsers).
q     Even more complex user data is managed by super apps 
q     As well as cloud-stored data      

q  Authority: Originally, operating systems made all access control 
decisions, but Android delegates many access control decisions to users

q     Users have to make even finer access decisions for super apps 
q     Super apps have to make many decisions for themselves and the OS



User-Driven Access Control Challenges
Mobile systems normalized user-driven access control [9]
 

q  Install Time: Users authorize permissions for apps up front

q  First Use: Users authorize permissions on first use

Figure 1: In mobile platforms, once the system authorizes an application
to perform a operation, the application may perform that operation at any
time, enabling adversaries to stealthily access privacy-sensitive sensors,
e.g., record speech using the microphone, at any time.

of users could be potentially subject to such attacks. Fur-
thermore, security companies, such as Check Point, have
reported several malware apps that performs stealthy and
fraudulent auto-clicking [4], such as Judy, FalseGuide,
and Skinner that reached between 4.5 million and 18.5
million devices worldwide. Figure 1 shows that once an
application is granted permission to perform an operation
using a privacy-sensitive sensor, such as recording via the
microphone, that application may perform that operation
at any time, even without user consent. This shortcom-
ing enables adversaries to compromise user privacy, e.g.,
record the user’s voice and the surrounding environment,
without the user being aware. Research studies have al-
ready shown that users have a limited understanding of
security and privacy risks deriving from installing appli-
cations and granting them permissions [10].

Research [45, 51, 52] and real-world [1, 19] developers
have produced exploits, called Remote Access Trojans
(RATs), that abuse authorized operations to extract audio,
video, screen content, etc., from personal devices while
running in the background to evade detection by users.
Instances of permission abuse have been reported in sev-
eral popular mobile applications such as Shazam, TuneIn
Radio, and WhatsApp [48].

Researchers have proposed defenses to prevent stealthy
misuse of operations that use privacy-sensitive sen-
sors [33, 39, 41]. Figure 1 also provides the insight behind
these defenses: legitimate use of these sensors must be
accompanied by a user input event to grant approval for
all operations targeting privacy-sensitive sensors. First,
Input-Driven Access Control [33] (IDAC) requires ev-
ery application request for a sensor operation to follow a
user input event within a restricted time window. Thus,
IDAC would deny the stealthy accesses shown in Fig-
ure 1 because there is no accompanying user input event.
Second, User-Driven Access Control [39, 41] (UDAC)
further restricts applications to use trusted access control
gadgets provided by the operating system, where each ac-
cess control gadget is associated with a specific operation
for such sensors. Thus, UDAC requires a user input event
and limits the requesting application only to perform the
operation associated with the gadget (i.e., widget) by the
system.

3 Problem Definition

Although researchers have raised the bar for stealthy mis-
use of sensors, malicious applications may still leverage
the user as the weak link to circumvent these protection
mechanisms. Previous research [6, 12, 30] and our user
study (see Section 8.1.1) show that users frequently fail to
identify the application requesting sensor access, the user
input widget eliciting the request, and/or the actual opera-
tion being requested by an application. Such errors may
be caused by several factors, such as users failing to detect
phishing [12], failing to recognize subtle changes in the
interface [20], and/or failing to understand the operations
granted by a particular interface [38]. In this section, we
examine attacks that are still possible given proposed re-
search solutions, and what aspects of proposed solutions
remain as limitations.

3.1 User Interface Attacks

In this research, we identify four types of attacks that ma-
licious applications may use to circumvent the protection
mechanisms proposed in prior work [33, 39, 41].

Figure 2: The user’s perception of the op-
eration that is going to be performed dif-
fers from the actual operation requested
by the application, which abuses a previ-
ous granted permission.

Operation Switching: A malicious application may try
to trick a user into authorizing an unintended operation
by changing the mapping between a widget and the as-
sociated operation, as shown in Figure 2. This type of
attack is possible in IDAC because the relationship be-
tween a user input event and the operation that will be
authorized as a result of that event is implicit. Indeed,
any application can request any operation for which they
have been authorized previously (e.g., by first use) and
will be approved if it is the first request received after the
event. UDAC [39, 41] avoids this type of attack by design
by having the system define a mapping between widgets
(gadgets) and operations, so the operation is determined
precisely by the widget. Any solution we devise must
prevent this kind of attack as well.

Figure 3: A photo capturing application
presents a video camera widget, instead of
a camera widget, to trick the user into also
granting access to the microphone. The win-
dowing display context surrounding the wid-
get shows a camera preview for photo captur-
ing.

Bait-and-Context-Switch: A malicious application
may try to trick the user to authorize an unintended op-
eration by presenting a widget in a misleading display
context, as shown in Figure 3. In this case, the win-



User-Driven Access Control Challenges
User interface a^acks [10]
 

q  Four types of aQacks against UDAC 

Figure 1: In mobile platforms, once the system authorizes an application
to perform a operation, the application may perform that operation at any
time, enabling adversaries to stealthily access privacy-sensitive sensors,
e.g., record speech using the microphone, at any time.
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attack is possible in IDAC because the relationship be-
tween a user input event and the operation that will be
authorized as a result of that event is implicit. Indeed,
any application can request any operation for which they
have been authorized previously (e.g., by first use) and
will be approved if it is the first request received after the
event. UDAC [39, 41] avoids this type of attack by design
by having the system define a mapping between widgets
(gadgets) and operations, so the operation is determined
precisely by the widget. Any solution we devise must
prevent this kind of attack as well.

Figure 3: A photo capturing application
presents a video camera widget, instead of
a camera widget, to trick the user into also
granting access to the microphone. The win-
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get shows a camera preview for photo captur-
ing.

Bait-and-Context-Switch: A malicious application
may try to trick the user to authorize an unintended op-
eration by presenting a widget in a misleading display
context, as shown in Figure 3. In this case, the win-

dowing context surrounding the widget indicates one ac-
tion (e.g., taking a picture) when the widget presented
requests access to a different operation (e.g., taking a
video). This type of attack is possible because users
engaged in interface-intensive tasks may focus on the
context rather than the widget and infer the wrong wid-
get is present, authorizing the wrong operation. Neither
IDAC [33] nor UDAC [39, 41] detect the attack shown.
Although UDAC [39] checks some properties of the dis-
play context5, plenty of flexibility remains for an adver-
sary to craft attacks since applications may choose the
layout around which the widget is displayed.

Figure 4: A malicious application
keeps the windowing display context but
switches the widget to trick users who
have made several similar selections to
grant the malicious application also ac-
cess to the microphone mistakenly.

Bait-and-Widget-Switch: A malicious application may
present the same widget for the same operation to the user
several times in succession, but then substitute another
widget for another operation, hoping that the user will not
notice the widget change. An example of this attack is
shown in Figure 4. Again, this type of attack is possible
because users engaged in interface-intensive tasks may be
distracted, thus, not notice changes in the widget. Again,
UDAC methods to detect deceptive interfaces [39] are not
restrictive enough to prevent this attack in general. For
example, one UDAC check restricts the gadget’s location
for the user input event, but this does not preclude using
different gadgets at the same location.

Figure 5: The
user may mistak-
enly authorize ac-
cess to the micro-
phone to a RAT
application spoof-
ing the graphical
aspect of a well-
known legitimate
application.

Application Spoofing: A malicious application repli-
cates the look-and-feel of another application’s interface
and replaces the foreground activity of that application
with one of its own to gain access to a sensor as shown in
Figure 5, similar to a phishing attack. For example, when
the benign application running in the foreground elicits a
user input event, the malicious application may also try
to elicit a user input event using its own activity window
by replacing the benign application currently in the fore-
ground. If the user supplies an input to the masquerading

5UDAC Audacious [39] checks that the user interface presented
does not have misleading text, that the background and text preserve
the contrast, and that the gadget is not covered by other user interface
elements.

application’s widget, then the masquerading application
can perform any operation for which it is authorized (e.g.,
from first use or its manifest). While researchers have ex-
plored methods to increase the user’s ability to detect the
foreground application [6], mistakes are still possible. In-
deed, prior studies have reported that few users notice the
presence of security indicators, such as the browser lock
icon [9, 53], and that even participants whose assets are at
risk fail to react as recommended when security indicators
are absent [44]. Since IDAC and UDAC [33, 39, 41] both
treat user input as authorization, both will be prone to this
attack6.

3.2 Limitations of Current Defenses

The main challenge is determining when users allow appli-
cations to use particular privacy-sensitive sensors without
creating too much burden on users. As a result, current
mobile platforms only request user authorization once
(e.g., on first use or installation), and proposed research
solutions aim to infer whether users authorize access to
particular sensors from user actions implicitly. However,
inferring user intentions implicitly creates a semantic gap
between what the system thinks the user intended and
what the user actually intended.

Traditionally, access control determines whether sub-
jects (e.g., users and applications) can perform operations
(e.g., read and write) on resources (e.g., sensors). Pro-
posed approaches extend traditional access control with
additional requirements, such as the presence of a user
input event [33, 41] or properties of the user interface [39].
However, some requirements may be difficult to verify,
particularly for users, as described above, so these pro-
posed approaches still grant adversaries significant flexi-
bility to launch attacks. Proposed approaches still demand
users to keep track of which application is in control, the
operations associated with widgets, which widget is being
displayed, and whether the widget or application changes.

Finally, application compatibility is a critical factor
in adopting the proposed approaches. The UDAC solu-
tions [39, 41] require developers to modify their appli-
cations to employ system-defined gadgets. It is hard to
motivate an entire development community to make even
small modifications to their applications, so solutions that
do not require application modifications would be pre-
ferred, if secure enough.

4 Security Model

Trust Model - We assume that applications are isolated
from each other either using separate processes, the same-
origin policy [42], or sandboxing [7, 36], and have no
direct access to privacy-sensitive sensors by default due
to the use of Mandatory Access Control [49, 50].

6UDAC authors [41] did acknowledge this attack, and indicated that
solutions to such problems are orthogonal.
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widget for another operation, hoping that the user will not
notice the widget change. An example of this attack is
shown in Figure 4. Again, this type of attack is possible
because users engaged in interface-intensive tasks may be
distracted, thus, not notice changes in the widget. Again,
UDAC methods to detect deceptive interfaces [39] are not
restrictive enough to prevent this attack in general. For
example, one UDAC check restricts the gadget’s location
for the user input event, but this does not preclude using
different gadgets at the same location.

Figure 5: The
user may mistak-
enly authorize ac-
cess to the micro-
phone to a RAT
application spoof-
ing the graphical
aspect of a well-
known legitimate
application.

Application Spoofing: A malicious application repli-
cates the look-and-feel of another application’s interface
and replaces the foreground activity of that application
with one of its own to gain access to a sensor as shown in
Figure 5, similar to a phishing attack. For example, when
the benign application running in the foreground elicits a
user input event, the malicious application may also try
to elicit a user input event using its own activity window
by replacing the benign application currently in the fore-
ground. If the user supplies an input to the masquerading

5UDAC Audacious [39] checks that the user interface presented
does not have misleading text, that the background and text preserve
the contrast, and that the gadget is not covered by other user interface
elements.

application’s widget, then the masquerading application
can perform any operation for which it is authorized (e.g.,
from first use or its manifest). While researchers have ex-
plored methods to increase the user’s ability to detect the
foreground application [6], mistakes are still possible. In-
deed, prior studies have reported that few users notice the
presence of security indicators, such as the browser lock
icon [9, 53], and that even participants whose assets are at
risk fail to react as recommended when security indicators
are absent [44]. Since IDAC and UDAC [33, 39, 41] both
treat user input as authorization, both will be prone to this
attack6.

3.2 Limitations of Current Defenses

The main challenge is determining when users allow appli-
cations to use particular privacy-sensitive sensors without
creating too much burden on users. As a result, current
mobile platforms only request user authorization once
(e.g., on first use or installation), and proposed research
solutions aim to infer whether users authorize access to
particular sensors from user actions implicitly. However,
inferring user intentions implicitly creates a semantic gap
between what the system thinks the user intended and
what the user actually intended.

Traditionally, access control determines whether sub-
jects (e.g., users and applications) can perform operations
(e.g., read and write) on resources (e.g., sensors). Pro-
posed approaches extend traditional access control with
additional requirements, such as the presence of a user
input event [33, 41] or properties of the user interface [39].
However, some requirements may be difficult to verify,
particularly for users, as described above, so these pro-
posed approaches still grant adversaries significant flexi-
bility to launch attacks. Proposed approaches still demand
users to keep track of which application is in control, the
operations associated with widgets, which widget is being
displayed, and whether the widget or application changes.

Finally, application compatibility is a critical factor
in adopting the proposed approaches. The UDAC solu-
tions [39, 41] require developers to modify their appli-
cations to employ system-defined gadgets. It is hard to
motivate an entire development community to make even
small modifications to their applications, so solutions that
do not require application modifications would be pre-
ferred, if secure enough.

4 Security Model

Trust Model - We assume that applications are isolated
from each other either using separate processes, the same-
origin policy [42], or sandboxing [7, 36], and have no
direct access to privacy-sensitive sensors by default due
to the use of Mandatory Access Control [49, 50].

6UDAC authors [41] did acknowledge this attack, and indicated that
solutions to such problems are orthogonal.



Restricting Permission Use in User-Driven Access Control
AWare System: Associating permissions with limited contexts does not result in 
too many access control decisions for users [10]
 

q  Bind the GUI state upon user input with the permissions to the sensors

rithm for Navigating Digital Image Databases (CANDID)
[25]. This comparison ensures that malicious apps do not
use the same name or identity mark of other official apps.
AWare collects the developers’ signatures and the apps
identity marks (names and logos) from the Google Play
store.

Widget and Display Context Authentication:

AWare identifies application-defined widgets and display
contexts at runtime before rendering the app’s user
interface to the user on the platform’s screen. AWare
uses the widget and window objects created in memory
by the Window Manager, before rendering them on the
platform’s screen, to collect their graphical features
reliably. A secure operating systems must prevent apps
from being able to directly write into the frame buffers
read by the hardware composer, which composes and
renders graphic user interfaces on the platform screen.
Modern operating systems, such as the Android OS,
leverage mandatory access control mechanisms (i.e.,
SELinux rules) to guarantee that security sensitive device
files are only accessible by trusted software, such as
the Window Manager. Therefore, as shown in Figure 6,
although apps can specify the graphic components that
should compose their user interfaces, only the Window
Manager, a trusted Android service, can directly write
into the screen buffers subsequently processed by the
hardware composer. Thus, the Window Manager is the
man-in-the-middle and controls what apps are rendering
on screen via their user interfaces. In the Appendix,
Tables 4 and Table 5 show comprehensive sets of widgets
and windows’ features used by AWare to authenticate the
widgets and their display contexts.

Activity Window Call Graph Construction: At run-
time, AWare detects inter-activity transitions necessary to
construct the per-application activity window call graph
by instrumenting the Android Activity Manager and Win-
dow Manager components. Also, AWare captures user
input events and system events by instrumenting the An-
droid Input Manager and the Event Manager components.
We discuss nested activity windows in Appendix C.

User Input Event Authentication: AWare leverages
SEAndroid [49] to ensure that processes running apps or
as background services cannot directly read or write input
events from input device files (i.e., /dev/input/*) cor-
responding to hardware interfaces attached to the mobile
platform. Thus, only the Android Input Manager, a trusted
system service, can read such files and forward input
events to apps. Also, AWare leverages the Android screen
overlay mechanism to detect when apps or background
services draw over the app currently in the foreground to
prevent input hijacking and avoid processing of any user
input event on overlaid GUI widgets. Thus, AWare consid-
ers user input events for the identification of an operation
binding only if the widget and the corresponding window

Figure 8: AWare Binding Request
prompted to the user on the mo-
bile platform’s screen at Operation
Binding creation. The app’s iden-
tity is proved by the name and the
graphical mark. For better security,
in mobile platforms equipped with
a fingerprint scanner, AWare recog-
nizes the device owner’s fingerprint
as the only authorized input for cre-
ating a new Operation Binding.

are fully visible on the platform’s screen foreground. To
intercept user input events, we placed twelve hooks inside
the stock Android Input Manager.

Operation Request Mediation: The Hardware Ab-
straction Layer (HAL) implements an interface that al-
lows system services and privileged processes to access
privacy-sensitive sensors indirectly via well-defined APIs
exposed by the kernel. Further, SEAndroid [49] ensures
that only system services can communicate with the HAL
at runtime. Thus, apps must interact with such system
services to request execution of specific operations tar-
geting privacy-sensitive sensors. Thus, AWare leverages
the complete mediation guaranteed at the system services
layer to identify operation requests generated by apps at
runtime, using ten hooks inside the stock Android Audio
System, Media Server, and Media Projection.

Operation Binding Management: The AWare pro-
totype implements the AWare MONITOR to handle call-
backs from the AWare hooks inside the Input Manager
and other system services. The AWare MONITOR is no-
tified of user input events and apps’ requests to access
privacy-sensitive sensors via a callback mechanism. Also,
the AWare MONITOR implements the logic for the opera-
tion binding creation and caching as well as the display
of binding requests and alerts to the user. User approvals
for binding requests are obtained by the AWare MON-
ITOR via authorization messages prompted to the user
on the mobile platform’s screen, as shown in Figure 8.
To protect the integrity of the trusted path for binding
requests, we prevent apps from creating windows that
overlap the AWare windows or modifying AWare win-
dows. To prevent overlapping, AWare leverages the An-
droid screen overlay protection mechanism. To prevent
unauthorized modification, AWare implements the Com-
partmented Mode Workstation model [8] by using isolated
per-window processes forked from the Window Manager.

7.1 Control Points Available to the User

AWare provides the users with control points during au-
thorized use of privacy-sensitive sensors by apps. These
control points allow the users to control the apps’ use of
sensors and correct possible mistakes made during the
authorization process.

Explicit User
Authorizations

Total Operation
AuthorizationsApp

Category
App

Name First-Use AWare Avg. (s.d.)

Audio
Recording

WhatsApp
Viber
Messenger

3
1
3

6 (±1)
1 (±1)
7 (±2)

1,217 (±187)
88 (±9)

2,134 (±176)
Photo and
Video
Recording

Facebook
SilentEye
Fideo

2
2
2

4 (±1)
5 (±1)
4 (±1)

3,864 (±223)
234 (±20)
213 (±23)

Screenshot
Capture

Ok Screenshot
Screenshot Easy
Screenshot Capture

1
1
1

2 (±1)
2 (±1)
2 (±1)

49 (±8)
76 (±7)
64 (±4)

Screen
Recording

REC Screen Recorder
AZ Screen Recorder
Rec.

2
2
2

3 (±1)
4 (±2)
3 (±1)

41 (±8)
49 (±7)
66 (±4)

Full Screen
Mode

Instagram
Snapchat
Skype

2
2
2

6 (±1)
6 (±1)
9 (±3)

3,412 (±182)
5,287 (±334)

468 (±62)

Remote
Control

Prey Anti Theft
Lost Android
Avast Anti-Theft

2
2
2

8 (±2)
6 (±1)
4 (±1)

47 (±5)
37 (±6)
34 (±7)

Hands-Free
Control

Google Voice Search
HappyShutter
SnapClap

1
1
1

1 (±1)
1 (±0)
1 (±0)

1,245 (±122)
3 (±1)
4 (±2)

Table 2: Applications tested during the field-based user study, selected
among the most popular apps from the Google Play store. The last
column reports the average and standard deviation for the total number of
operation authorizations automatically granted by AWare after the user’s
explicit authorizations. The values are rounded to ease the presentation.

even after receiving a binding request clearly identifying
the operation. This event hints to the fact that users may
still make mistakes even after they are given an explicit
authorization request specifying the actual app-requested
operation. However, users who make mistakes have still
control points provided by AWare via the security mes-
sages and logs, which allow addressing such mistakes by
means of retrospective actions (Section 7.1).

Lastly, the analysis of the subjects’ responses to
TASK 4 revealed that the real identity of the app perform-

ing the operation was not visible to users in the alternative
approaches, thus, leading them into making mistakes.
However, no subjects from Group6 (AWare) authorized
SimpleFilters to access the microphone. Therefore,
the security message including the app’s identity aided
the user in identifying the attack.

8.1.2 Field-Based User Study

We performed a field-based user study to address the
concern that AWare may increase the decision overhead
imposed on users as a result of finer-grained access con-
trol. We measured the number of explicit authorizations
users had to make when interacting with AWare under
realistic and practical conditions. We also measured the
total number of authorizations handled by AWare via the
operation binding cache mechanism that, transparently to
users, granted previously authorized operations.

Experimental Procedures: Participants were asked to
use, for a period of one week, a Nexus 5X smartphone
running a modified version of the Android OS integrating
the AWare authorization framework. During this period,

participants interacted with 21 popular apps (i.e., average
number of apps users have installed on personal smart-
phones11) selected among the most popular apps with
up to millions of downloads from the Google Play store.
A description of the functionality provided by each app
was given to participants. We then asked participants to
explore each app and interact as they would normally do.
Table 2 summarizes all the apps that were pre-installed
on the smartphones for the field-based user study. The
smartphones provided to participants were running a back-
ground service with a run-time log enabled, automatically
restarted at boot time, to monitor the number of app acti-
vations, the number of widgets per app, and the number
of decisions per app made by the users.

Experimental Results: 24 subjects participated and
completed the field-based user study. Table 2 reports
the average number of explicit authorizations performed
by the participants when using AWare, for each of the 21
apps used in the field-based user study. We compare them
with the number of explicit authorizations that would be
necessary if the first-use permission mechanism was used
instead. The results show that 4 apps required the same
number of explicit authorizations as for the first-use per-
mission approach. For the remaining 17 apps, the number
of decisions imposed to the users remains very modest.
Over the 21 apps, an average of 2.28 additional explicit
user authorizations are required per app.

Also, as expected, the number of explicit authorizations
made by the users remained a constant factor compared to
the number of operation authorization requests, automati-
cally granted by AWare (last column of Table 2), which
instead grew linearly during the experiment period. In-
deed, all the successive authorizations were automatically
granted by AWare.

8.2 Compatibility Analysis

We used the Compatibility Test Suite (CTS)12, an auto-
mated testing tool, to evaluate the compatibility of AWare
with 1,000 existing apps selected from the Google Play
store among the most downloaded apps13.

The experiment took 13 hours and 28 minutes to com-
plete, and AWare passed 126,681 of the 126,686 executed
tests. Two of the failed tests were minor compatibility
issues due to attempted programmatic accesses to the plat-
form’s camera and microphone, respectively. The first
failure was due to HappyShutter, an app that automat-
ically takes pictures when the user smiles. The second
failure was due to SnapClap, an app that automatically
takes snapshots when the user claps. By default, AWare
blocks apps from programmatically accessing privacy-

11https://www.statista.com/chart/1435/top-10
-countries-by-app-usage/

12https://source.android.com/compatibility/cts/
13The Absolute 1,000 Top Apps for Android. http://bestapps



Lessons in User-Driven Access Control
q  Figuring out which authority should govern which permissions is done in 

an ad hoc manner at present
q     But, this is a critically important decision

q  Goal is to minimize the number of authorization queries/decisions 
necessary for users to enforce the intended access control policies 

q     But, permissions may be abused by untrusted apps

q  We can restrict the context in which permissions may be used
q      But, this makes the system more complex
q      Super apps will have much more complex decisions over user privacy



The Future – Impact on Super App Access Control



Super App Access Control
Is at least as complex as Android OEM systems – probably a lot more complex
 

q  Same threat model as Android – untrusted apps

q  More complex challenges for authorization hook placement due to need 
to control access to: user data, platform resources, cloud resources, etc.

q  User authority for access control decisions in super apps could be much 
more common, as super apps manage a wider variety of user data

q  Validating intended security guarantees among users, mini apps, and 
super apps will be more complex unless very simple policies are employed.               
Will there be super app OEMs?



Super App Access Control
Based on lessons from deploying access control in the past
 

q  We need to determine the security goals we really want to enforce

q  We should consider how much authority we will place on users to achieve 
those security goals 

q  Only then can be start to build automated tools to vet super app access 
control vulnerabilities proactively 

q  And even then, producing authorization systems that enforce those goals 
 correctly and effectively – possibly even generating reference monitors
 automatically! 



Conclusions
Experiences in access control and impact on super app systems
 

q  Integrating access control into a legacy app of any kind correctly is difficult

q  We do have a fair amount of experience to build upon, but manual 
approaches to deploying authorization systems lead to vulnerabilities

q  And super app systems appear to be more challenging, particularly with 
respect to managing access to user data

q  We have argued that making the intended security guarantees for access 
control explicit can guide authorization hook placement and policy analysis

q     But more research needs to be done to automate sufficiently
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