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Overview

• Inter-AS routing
• BGP
• Example
• Policy decisions

• Stable BGP routing
• Economics of AS relationships
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Q: How to “glue together” a 
network of networks?



Autonomous Systems

• Autonomous system (AS)
• Unit of routing policy
• ~50k ASes in use
• E.g., UCR has AS#6061, AT&T has AS#144, …
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Examples

• Suppose you want to map the Internet…
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IP address AS#
AS#       AS#    Relationship



IP Address

• UCR IP ranges
• 138.23.0.0/16
• 192.31.146.0/24
• 192.31.148.0/24
• 192.35.223.0/24
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Q: What is the difference between IP 
address blocks and AS#?

AS6061



Review of Routing

• Inter-AS routing
• BGP

• Intra-AS routing
• RIP
• OSPF

Link-state? (e.g., Dijkstra)
Distance vector? (e.g., Bellman-Ford)
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Why different Intra-, Inter-AS routing ?

policy:
• inter-AS: admin wants control over how its traffic routed, who routes 

through its net
• intra-AS: single admin, so no policy decisions needed
scale:
• hierarchical routing saves table size, reduced update traffic
performance: 
• intra-AS: can focus on performance
• inter-AS: policy may dominate over performance
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Border Gateway Protocol

• ASes exchange info about who they can reach
• IP prefix: block of destination IP addresses
• AS path: sequence of ASes along the path

• Policies configured by the AS’s operator
• Path selection: which of the paths to use?
• Path export: which neighbors to tell?

3 2 1

12.34.158.5

“12.34.158.0/24: 
path (2,1)”

“12.34.158.0/24:
path (1)”

data traffic data traffic



BGP Session Operation
Establish session on

TCP port 179

Exchange all
active routes 

Exchange incremental
updates

AS1

AS2

While connection 
is ALIVE exchange
route UPDATE messages

BGP session
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Incremental Protocol

• A node learns multiple paths to destination
• Stores all of the routes in a routing table
• Applies policy to select a single active route
• … and may advertise the route to its neighbors

• Incremental updates
• Announcement 

• Upon selecting a new active route, add node id to path
• … and (optionally) advertise to each neighbor

• Withdrawal
• If the active route is no longer available
• … send a withdrawal message to the neighbors



Routing Policies

• Economics
• Enforce business relationships
• Pick routes based on revenue and cost
• Get traffic out of the network as early as possible

• Traffic engineering
• Balance traffic over edge links
• Select routes with good end-to-end performance

• Security and scalability
• Filter routes that seem erroneous
• Prevent the delivery of unwanted traffic
• Limit the dissemination of small address blocks
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Applying Policy to Routes

• Import policy
• Filter unwanted routes from neighbor

• E.g. prefix that your customer doesnʼt own
• Manipulate attributes to influence path selection

• E.g., assign local preference to favored routes

• Export policy
• Filter routes you donʼt want to tell your neighbor

• E.g., donʼt tell a peer a route learned from other peer
• Manipulate attributes to control what they see

• E.g., make a path look artificially longer than it is



BGP Policy: Influencing Decisions

Best Route
Selection 

Apply Import
Policies

Best Route 
Table

Apply Export
Policies

Install forwarding
Entries for best
Routes. 

Receive
BGP
Updates

Best
Routes

Transmit
BGP 
Updates

Apply Policy =
filter routes & 
tweak attributes

Based on
Attribute
Values

IP Forwarding Table

Apply Policy =
filter routes & 
tweak attributes

Open ended programming.
Constrained only by vendor configuration language



Diving Deeper into an Example
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High-level overview
1. Router becomes aware of destination prefix
2. Filter the route based on policy ($?)
3. Router determines output port for prefix
4. Router enters prefix-port in forwarding table

How does entry get in forwarding table?

15



Path attributes and BGP routes

• advertised destination prefix includes BGP attributes 

• prefix + attributes = “route”
• two important attributes:

• AS-PATH: contains ASs through which prefix advertisement has passed

• NEXT-HOP: indicates specific internal-AS router to next-hop AS

• Example

• Prefix: 138.16.64/22

• AS-PATH:  AS3  AS15 …

• NEXT-HOP:  201.44.13.125
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Router becomes aware of prefix

AS3

AS2

3b

3c

AS1

1c
1a

1d

2a
2c

2b
other
networks

BGP 
message

v BGP message contains “routes”
v “route” is a prefix and attributes: AS-PATH, NEXT-

HOP,…
v Example

v Prefix: 138.16.64/22
v AS-PATH:  AS3  AS15 …
v NEXT-HOP:  201.44.13.125
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201.44.13.125



Router may receive multiple routes

v Router may receive multiple routes for same prefix
v Which route to pick?

1. local preference value attribute: policy decision

2. shortest AS-PATH 

3. closest NEXT-HOP router: hot potato routing

(i.e., pass off to another AS as quickly as possible)

4. additional criteria 
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…

AS17



2. Shortest AS Path

v AS3 AS131 AS201 to 138.16.64/22 

v AS2 AS17  to 138.16.64/22 

select
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Next, use intra-domain routing to get to AS2
• Use selected routeʼs NEXT-HOP attribute 

• NEXT-HOP = IP address of the router interface that begins the AS PATH

• Example: 

• AS-PATH:  AS2  AS17 …;  NEXT-HOP: 111.99.86.55

• Router 1c uses OSPF to find shortest internal path to 111.99.86.55

• Insert entry (138.16.64/22, 4) into router 1c’s forwarding table
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Summary
1. Router becomes aware of prefix

§ via BGP route advertisements from other routers
2. Filter the route based on policy ($?)
3. Determine router output port for prefix

§ Use BGP route selection to find best inter-AS route
§ Use OSPF to find best intra-AS route  leading to best inter-

AS route
§ Router identifies router port for that best route

4. Enter prefix-port entry in forwarding table

How does entry get in forwarding table?
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Is BGP Stable?

22



Toy Example

• Trying to get to destination A
• Routes listed in order of preference

A

B

C

(B C A)
(B A)

(C B A)
(C A)
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Stable BGP routing

• Suppose we start off with a certain initial configuration
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Unstable BGP routing

• Suppose we start off with the second choice options…
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BGP Decision Process
• Highest local preference 

• Set by import policies upon receiving advertisement
• Shortest AS path

• Included in the route advertisement
• Lowest origin type (e.g., eBGP preferred over iBGP)

• Included in advertisement or reset by import policy
• Smallest multiple exit discriminator 

• When multiple paths (exit points) exist to same AS
• Included in the advertisement or reset by import policy

• Smallest internal path cost to the next hop
• Based on intradomain routing protocol (e.g., OSPF)

• Smallest next-hop router id
• Final tie-break



Economic Policies
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Peering and Transit ISPs

• Peering

• Transit
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Peer Peer

• Traffic flows are bi-directional
• ISPs jointly pay for equipment 

costs

Transit 
provider

Transit 
customer

• Traffic flows are bi-directional
• Arrow =  Payment from 

customer to provider for 
upstream and downstream 
traffic 

$



Internet Exchange Points (IXP)

• When two networks peer, it attracts other networks to peer there too
• Direct connection between ISPs still preferred
• Run as non-profits (Europe) or private business (USA)
• Provide network equipment, switches, etc.
• Monthly fee to join the IXP
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Pricing Contract

• Pricing contracts are typically not public information
• $/Mbps/month for all traffic to all destinations

• Variations
• Paid peering

• E.g. Netflix paid Comcast for direct peering
• Backplane peering

• Charge small ISPs for access to ISP’s peers
• Regional pricing

• Pay to access different geographical regions
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Examples

• Does traffic flow from A to D?
• Who pays who?
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Examples (2)
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B

D
A

C

Peering connection only open to customers, not to other peers 
or networks it purchases transit from

Q: Will C announce B to D?



Examples (3)

v A advertises path AW  to B
v B advertises path BAW to X 
v Q: Should B advertise path BAW to C?

§ No way! B gets no “revenue” for routing CBAW since neither W nor 
C are B’s customers 

§ B wants to force C to route to w via A
§ B wants to route only to/from its customers!

A

B

C

W
X

Y

legend:

customer 
network:

provider
network
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Examples (4)
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Who can network G see?
• All networks, because E, D, H buy transit 

from it.

Can A see B through F?
• No, because F doesn’t advertise B to A

Can C see B through D or F?
• Can see B through its peer D
• Cannot see B through its transit customer 

F

Will traffic from C to H go through E or D or both?
• Through E
• Not through D



Content providers can also get involved
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Source: https://arstechnica.com/information-technology/2013/07/why-youtube-buffers-the-secret-deals-that-make-and-break-online-video/

A

Content provider

Eyeball

B
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